
PROTECTION AND CONTROL OF MODERN POWER SYSTEMS, VOL. 11, NO. 1, JANUARY 2026 40 

Out-of-distribution Detection for Power System 

Text Data by Enhanced Mahalanobis Distance 

with Calibration 

Yixiang Zhang, Student Member, IEEE, Huifang Wang, Member, IEEE, Yuzhen Zheng,  

Zhengming Fei, Hui Zhou, and Huafeng Luo 

Abstract—The increasing significance of text data in 

power system intelligence has highlighted the 

out-of-distribution (OOD) problem as a critical challenge, 

hindering the deployment of artificial intelligence (AI) 

models. In a closed-world setting, most AI models cannot 

detect and reject unexpected data, which exacerbates the 

harmful impact of the OOD problem. The high similarity 

between OOD and in-distribution (IND) samples in the 

power system presents challenges for existing OOD de-

tection methods in achieving effective results. This study 

aims to elucidate and address the OOD problem in power 

systems through a text classification task. First, the un-

derlying causes of OOD sample generation are analyzed, 

highlighting the inherent nature of the OOD problem in 

the power system. Second, a novel method integrating the 

enhanced Mahalanobis distance with calibration strate-

gies is introduced to improve OOD detection for text data 

in power system applications. Finally, the case study uti-

lizing the actual text data from power system field opera-

tion (PSFO) is conducted, demonstrating the effectiveness 

of the proposed OOD detection method. Experimental 

results indicate that the proposed method outperformed 

existing methods in text OOD detection tasks within the 

power system, achieving a remarkable 21.03% enhance-

ment of metric in the false positive rate at 95% true posi-

tive recall (FPR95) and a 12.97% enhancement in classi-

fication accuracy for the mixed IND-OOD scenarios. 

 

 
_____________________________________ 

Received: January 21, 2025 

Accepted: October 10, 2025 

Published Online: January 1, 2026 

Yixiang Zhang, Huifang Wang (corresponding author), and 

Yuzhen Zheng are with the College of Electrical Engineering, 

Zhejiang University, Hangzhou 310027, China (e-mail: 

12110023@zju.edu.cn; huifangwang@zju.edu.cn; 12410085@ 

zju.edu.cn).  

Zhengming Fei is with the State Grid East China Branch, 

Shanghai 200120, China (email: fei_zm@ec.sgcc.com.cn). 

Hui Zhou is with the State Grid Zhejiang Electric Power Co., 

Ltd., Hangzhou 310007, China (e-mail: 7150452@qq.com). 

Huafeng Luo is with the Electric Power Research Institute of 

State Grid Zhejiang Electric Power Co., Ltd., Hangzhou 310014, 

China (e-mail: luohuafeng2014@126.com). 

DOI: 10.23919/PCMP.2024.000406 

Index Terms—Out-of-distribution detection, text clas-

sification, text data applications in power grid, machine 

learning, natural language processing. 

Ⅰ.   INTRODUCTION 

ith the ongoing advancement of intelligence and 

digital transformation of power systems, the de-

mand for artificial intelligence (AI) models has signif-

icantly increased [1][3]. Among these innovations, 

natural language processing (NLP) techniques have 

emerged as transformative tools with the potential to 

revolutionize engineering by addressing increasingly 

complex challenges [4][6]. However, deploying these 

models in real-world applications remains challenging, 

particularly concerning their reliability [7]. While most 

AI models prioritize performance metrics such as ac-

curacy, it is imperative to acknowledge that ensuring 

model reliability takes precedence over marginal accu-

racy improvements [8]. A fundamental challenge in 

achieving this end is that these models are inherently 

trained under a closed-world setting—presuming that 

the distributions of training and test data are identical. 

Although this assumption holds in controlled experi-

mental settings, it does not consistently apply to re-

al-world scenarios and is not always valid [9]. The ab-

sence of mechanisms to discern unforeseen data intro-

duces a critical yet frequently overlooked problem: the 

out-of-distribution (OOD) problem. 

The OOD problem in classification tasks [10] arises 

when a classifier encounters input samples that differ 

from its training data distribution, resulting in unrelia-

ble predictions. Without safeguards, the classifier as-

signs labels to an OOD sample to produce an output, 

often with unwarranted confidence. This issue is par-

ticularly exacerbated in deep neural network-based 

probabilistic classifiers, which frequently overestimate 

their certainty, even for OOD samples. Consequently, 

the model generates unreliable predictions without 

additional scrutiny. 

In power systems, model security demands heighten 

W 
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the implications of such outputs, potentially leading to 

significant misinterpretations. This study presents a 

case study based on the risk assessment task outlined in 

[5]. The classification errors induced by OOD samples 

may be more critical than those originating from the 

model, highlighting inconsistencies between training 

and test dataset definitions. Consequently, the trained 

model may be unfit for deployment, often without the 

knowledge of operators. 

Recent studies on text OOD detection aim to improve 

performance using arbitrary public in-distribution (IND) 

and OOD dataset pairs, such as applying a sentiment 

analysis dataset as IND and a natural language inference 

dataset as OOD [11], [12]. However, OOD samples in 

power systems are often linguistically similar to IND 

samples, referred to as near-OOD, which hampers the 

effectiveness of existing methods. 

In summary, there exists a notable research gap re-

garding the OOD problem in data-driven tasks, partic-

ularly within the power system domain. Previous stud-

ies have largely neglected this problem, hindering the 

practical application of findings in complex real-world 

environments. Unlike OOD research in the general 

domain, power system text data often exhibit a high 

degree of similarity between IND and OOD samples, 

underscoring the need for specialized research to ad-

dress the unique challenges posed by these complex 

scenarios. 

To address this issue, this study proposes a novel 

method that combines Mahalanobis distance [13] with 

automatic principle component analysis (PCA) [14] for 

dimensionality reduction and probability calibration. 

The proposed method divides the OOD problem into 

two phases: model training and sample scoring. Utiliz-

ing the strengths of existing OOD detection techniques 

in both probability and feature space ensures superior 

OOD detection performance while maintaining inter-

pretability. The enhancements, derived from linear 

modules, avoid introducing significant complexity. All 

experiments utilize a real power dataset from power 

system field operation (PSFO), focusing on 

“near-OOD” scenarios within the power domain. To 

simulate a real application scenario, all data available 

for model training are considered IND, with OOD 

samples only accessible during the testing process. 

The remainder of this paper is structured as follows. 

Section Ⅱ explicitly defines the OOD problem. Section 

Ⅲ introduces the proposed method and discusses its 

similarities and differences with the methods discussed 

in related works. Section Ⅳ details the experimental 

setting, and Section Ⅴ presents the results demonstrat-

ing the effectiveness of the proposed method. Finally, 

Section Ⅵ concludes this study’s experimental findings 

and analysis. 

Ⅱ.   PROBLEM FORMULATION 

The OOD problem is primarily encountered in real- 

world applications, rather than in controlled experi-

mental settings, leading to its limited consideration in 

research. This section defines the OOD problem within 

the context of classical classification tasks and explores 

the challenges of implementing OOD detection in 

power systems. 

A. Classical Classification Problem 

In a supervised multi-class classification task, the in-

put space of training data is represented as X, and the 

label space containing K classes is denoted as 

{1,2, , }.Y K     The training dataset trainD   

  
1

,
N

i i i
x y


 consists of N training samples  ,i ix y , 

where each ix X  and each iy Y . The distribution of 

X is indicated as Pin, implying the input distribution 

under the assumption of the IND for the classification 

task. The primary objective of the training process is to 

derive a classifier : Kf x   with learnable parame-

ters denoted as  , aiming to minimize the global ex-

pected risk loss. Given the difficulty of calculating 

global performance, a practical approach is to compute 

the empirical risk loss, which represents the local clas-

sification performance on the training dataset [15]. A 

standard classifier training method aims to minimize the 

following loss function: 

  emp

1
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where a typical loss function L refers to cross-entropy 

with Softmax CE ( , )L f y : 
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where ( | )p y x  is the predicted probability for the ground 

truth; ( ; ) |f x y  signifies the yth element of ( ; )f x   (y 

denotes the true label of x); and ( ; ) |f x k  signifies the 

kth element of ( ; )f x  . 

After training, the model’s final performance is as-

sessed using the test dataset testD . 

B. Classical OOD Problem 

As previously mentioned, the OOD problem occurs 

when samples follow a distribution different from Pin, 

which is denoted as Pin. Deep learning models generally 

assume that test and training data share the same dis-

tribution—a key assumption for evaluating the model’s 

performance using the outcomes based on the test da-
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taset. Consequently, the classification model cannot 

generate reliable outputs under an OOD scenario. 

To address this issue, a scoring function is con-

structed to distinguish IND and OOD data. The score 

( )S x  is based on a fundamental principle: 

 
in

in

( ) ,  

( ) ,  

S x x P

S x x P










＞

＜
 (3) 

where   denotes the predefined threshold. The con-

struction of ( )S x  is inherently linked to the training 

process, making it theoretically difficult to obtain OOD 

samples for auxiliary purposes. 

Researchers have examined multiple methods to 

construct scores [16]. However, these methods are 

primarily categorized into probability-based and fea-

ture-based methods. 

Probability-based methods primarily analyze the 

model’s output known as “logits” before the Softmax 

layer in deep learning. The first OOD detection method, 

maximum Softmax probability (MSP), is introduced in 

[17]. Based on MSP, out-of-distribution detector in 

neural networks (ODIN), a post-hoc technique that 

applies temperature scaling and input perturbation to 

differentiate IND and OOD samples, is proposed in [18]. 

G-ODIN [19] enhances ODIN by incorporating gener-

ative OOD techniques. In [20], overconfidence is miti-

gated by normalizing the logits during the training 

process. Additionally, in [21], an unconventional scor-

ing mechanism that treats logits as vectors to utilize 

cosine similarity and magnitude is proposed. 

Feature-based methods detect OOD samples by an-

alyzing deviations in the feature space relative to IND 

samples. In [22], the minimum Mahalanobis distance to 

class centroids is employed for detection. In [23], a 

non-parametric nearest-neighbor distance approach for 

OOD detection is proposed. The utility of feature norms 

in the orthogonal complement space, alongside sam-

ple-to-class centroid distance, is highlighted in [24]. A 

reconstruction-based approach within the feature space 

is utilized in [25] for anomaly detection. 

In summary, extensive research on OOD detection 

with general data has established theoretical founda-

tions relevant to text-based OOD detection in power 

systems. 

C. OOD Problem in Power System 

To demonstrate the OOD problem in the power sys-

tem, the risk assessment task of the PSFO dataset is 

employed, as outlined in Section IV [5]. Several factors 

contribute to the generation of OOD samples, notably 

an incomplete training dataset. For instance, a model 

trained on summer field operations may not accurately 

assess winter field operations. Furthermore, policy 

changes can introduce new operations or alter existing 

ones, resulting in OOD descriptions. For example, a 

model trained before 2019 would be ill-equipped to 

manage field operations related to COVID-19, as such 

scenarios were absent from its training dataset. Finally, 

the subjective nature of text input from operators in field 

operations increases sample variability, with some in-

stances becoming OOD. 

Most existing studies utilize various open-source 

datasets to construct IND-OOD pair, resulting in sce-

narios that are often far-OOD, which simplifies the 

OOD detection task. However, in real-world applica-

tions within the power system domain, it is typically 

uncommon for an operator to input data entirely unre-

lated to the PSFO. Instead, operators are more likely to 

input domain-relevant data derived from new regula-

tions. Consequently, OOD samples often share termi-

nology similar to that found in IND samples, compli-

cating the differentiation process [26]. 

This observation suggests that in PSFO, the scenario 

is closer to near-OOD, where significantly different 

OOD samples are infrequent. Given the increased 

complexity of the task, the current methods face notable 

limitations in effectively detecting OOD samples within 

power systems, highlighting the urgent need for more 

robust methodologies. 

Ⅲ.   METHOD ARCHITECTURE 

In this study, the OOD detection task involves two 

primary objectives: training an adept classifier for IND 

samples and constructing a scoring mechanism to dis-

tinguish IND and OOD samples. To achieve these dual 

objectives, a framework is proposed that decomposes 

the original task into two distinct subtasks, which are 

specifically defined below. 

1) Classification subtask: The classification subtask 

focuses on accurately classifying samples while inves-

tigating a more effective feature representation method 

for OOD detection. 

2) Sample-scoring subtask: The sample-scoring 

subtask involves utilizing the identified feature repre-

sentation method to develop a scoring system that 

maximizes the dissimilarity between OOD and IND 

samples. 

The overall structure, depicted in Fig. 1, comprises 

the two subtasks described above. The encoder is 

trained during the classification subtask and subse-

quently utilized in the sample-scoring subtask. This 

design enables the modular integration of probabil-

ity-based and feature-based methods. 
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Fig. 1.  Architecture of the proposed 2-subtask framework for OOD detection. 

A. Temperature Scaling: Probability-based Method for 

Classification Subtask 

Temperature scaling is a simple yet effective proba-

bility-based method. Reference [27] shows that it suc-

cessfully calibrates deep neural networks, addressing 

the issue of overconfidence. Nevertheless, its sensitivity 

to parameters remains a challenge. 

Temperature scaling builds upon MSP. As indicated 

in (4), MSP employs the highest probability assigned by 

the model to each class as its scoring function. 

( ; )|

MSP ( ; )|

1

e
( ) max ,   

e

f x i

K f x ki

k

S x i Y






 
  
 
 

          (4) 

where ( ; ) |f x i  signifies the ith element of ( ; )f x  . 

Despite its simplicity and intuitive appeal, MSP 

demonstrates considerable overconfidence issues in 

deep neural networks, leading to nearly every output 

being assigned confidence values close to 1.0, irre-

spective of whether the samples are IND or OOD. 

This overconfidence arises from the subtle disparity 

between the model’s optimization through the loss 

function and its actual classification training objective. 

Although the model aims to classify samples accurately 

to improve accuracy, the loss function can still be 

minimized by adjusting the proportion of ( ; )|e f x y  in 

( ; )|

1
e

K f x k

k



 , even when samples are correctly classi-

fied. The mode increases the magnitude of ( ; )f x  , 

which minimally improves classification accuracy but 

substantially elevates MSP ( )S x . It can artificially inflate 

confidence scores using methods that do not necessarily 

enhance classification accuracy, thereby worsening the 

overconfidence issue. 

As discussed earlier, overconfidence results in a dis-

crepancy between accuracy and confidence. Reference 

[27] characterizes this phenomenon as a probabilistic 

calibration issue, suggesting that calibration can im-

prove performance by controlling excessive growth in  

( )S x . Temperature scaling of cross-entropy loss is an 

effective calibration method, which involves appropri-

ately rescaling ( ; )f x   during training. The modified 

loss function is expressed as follows: 

 

/

CE_T /

1

e
( , ) log

e

y

k

f T

K f T

k

L f y



 


 (5) 

where e yf
 denotes 

( ; )|e ;f x y
 e kf  denotes 

( ; )|e ;f x k
 and 

T represents the temperature parameter. 

Figure 2 illustrates the OOD detection result based on 

the temperature scaling of PSFO. Temperature scaling 

simultaneously exhibits a high sensitivity to T. When 

1T＜ , the confidence of both IND and OOD samples 

decreases. A large T causes many OOD samples to 

maintain high confidence levels, whereas a small T 

causes many IND samples to enter low-confidence 

regions. Both scenarios result in poor detection per-

formance. If T is excessively small, as illustrated in Fig. 

2(a), the confidence scores of IND samples may even be 

lower than those of OOD samples, signaling model 

failure. Figures 2(b)(e) illustrate how the results sys-
tematically vary with different values of T. In such a 

case, the model performs optimally only when 0.5.T   

However, obtaining an optimal T is nearly impossible, 
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as the model lacks access to OOD samples during 

training. This challenge, compounded with the sensi-

tivity of T, complicates the direct application of tem-

perature scaling to the OOD problem. 

 

Fig. 2.  Impact of T in temperature scaling in PSFO. (a)–(e) Confidence distribution of IND (blue area) and OOD (gray area) samples at 

various T values.  

Regrettably, this issue persists when relying solely on 

probability-based methods. In the proposed framework, 

temperature scaling is applied exclusively in the classi-

fication subtask to calibrate the encoder’s feature ex-

tractor, without affecting the scoring process. By pre-

serving independence in the sample-scoring subtask, the 

proposed method achieves effective probabilistic cali-

bration using temperature scaling, thereby alleviating 

the challenges posed by the high sensitivity of T in 

scoring processes. 

B. Enhanced Mahalanobis Distance: Feature-based 

Method for Sample-scoring Subtask 

In the proposed framework, OOD detection is con-

ducted independently through a feature-based method 

within the sample-scoring subtask. Recent studies un-

derscore the benefits of leveraging the high-dimensional 

feature space to enhance scoring in OOD detection [28]. 

Despite the benefits of the feature space, researchers, 

including [29], have identified two detrimental issues, 

that impede its effective utilization: anisotropy and 

sparsity. 

To address these challenges, this study employed 

Mahalanobis distance to mitigate anisotropy and en-

hanced it with multi-scaled PCA to address sparsity. 

1) Mahalanobis Distance for Anisotropy 
Anisotropy refers to the tendency of word embed-

dings to form highly concentrated distributions within 

the feature space, often observed in pretrained trans-

formers such as bidirectional encoder representations 

from transformers (BERT), generative pre-trained 

transformers (GPT), and sentence embedding [30]. 

Reference [31] indicates that training language models 

using a maximum likelihood leads to varying im-

portance of word embeddings within high-dimensional 

space, leading to anisotropy due to differences in their 

effectiveness at capturing semantic meaning. 

BERT-flow [28] is introduced to enhance sentence 

embeddings. More recently, BERT-whitening [32] is 

proposed, achieving comparable performance through 

whitening. Whitening is a linear transformation that 

applies a transformation matrix to the original matrix, 

resulting in whitened variables with an identity covar-

iance matrix [33]. 

Building on BERT-whitening, this study utilizes 

Mahalanobis distance, which is a modified Euclidean 

distance metric under a whitening transformation to 

resolve dimensional correlations. By mitigating ani-

sotropy, Mahalanobis distance effectively fulfills the 

role of whitening. 

Within the proposed framework, the specific method 

comprises two steps. 

1) The dataset trainD  is partitioned into K label-based 

subsets, with the mean and covariance computed for 

each subset as follows: 

 
1

1 kN

k i

ik

x
N




   (6) 

 
T1

( ) ( )
1

k k k k k

kN
   


Σ X X  (7) 

where kN  represents the number of samples labeled k; 

kX  indicates the matrix containing samples from the 

kth class in trainD ; k  and kΣ  denote the mean and 

covariance matrix of kX , respectively. 
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2) The Mahalanobis distance of the test sample x is 

computed for each subset, and the minimum value is 

selected as the result. The corresponding equation is 

expressed as follows: 

 
1

MAHA ( ) min ( ) ( )T

k k k
k

S x x x   Σ        (8) 

where x is considered likely to be OOD when it exhibits 
a substantial Mahalanobis distance from any class. In 

practical experiments, the negative of MAHA ( )S x  is 

computed and subsequently normalized to the range of 
(0, 1) to align with the previous notion of confidence, 

denoted as MSP ( )S x . 

2) Multi-scaled PCA for Sparsity 
Sparsity, signifying redundant dimensions, is preva-

lent in neural networks. For instance, the widely used 

768-d BERT embedding [34] for text data exhibits 

considerable sparsity in its feature space, as demon-

strated in Fig. 3. PCA applied to PSFO data demon-

strates that 5% of the feature values can capture over 

95% of the features. Recent studies prove that con-

structing a low-dimensional manifold in the original 

feature space helps mitigate sparsity, with PCA-based 

dimensionality reduction proving effective [35]. 

 

Fig. 3.  PCA results of PSFO.  

Mahalanobis distance standardizes data by trans-

forming it into a space where all dimensions have zero 

mean, unit variance and zero correlation. However, this 

standardization may potentially overemphasize certain 

features while neglecting nuanced distinctions between 

IND and OOD samples. To address this limitation, 

combining Mahalanobis distance with PCA has proven 

to be an effective strategy, benefiting both sparsity and 

the enhancement of Mahalanobis distance. 

However, selecting the optimal PCA dimension is 

often challenging and dataset-specific. To address this 

issue, this study proposes a multi-scaled PCA ap-

proach that eliminates the need for hyperparameter 

selection. The proposed scoring module comprises 

three steps: 1) extracting features from the encoder; 2) 

downscaling high-dimensional features into multiple 

low-dimensional features using PCA, including principal 

components that capture cumulative explained vari-

ances of 95%, 97.5%, and 99%; 3) calculating the Ma-

halanobis distance for each low-dimensional feature and 

then aggregating these distances. The structure of the 

proposed scoring module is depicted in Fig. 4. 

 
Fig. 4.  Structure of the scoring module using multi-scaled PCA. 

As depicted in Fig. 4, the low-dimensional Ma-

halanobis distance reflects the distance between the 

sample and the nearest class, as indicated by the red 

block. The final result is the aggregation of Mahalano-

bis distances across all scales. 

C. Pooling Strategy 

The encoder is a module that transforms text data into 

high-dimensional features. In this study, the BERT 

encoder is fully utilized, comprising a 768-d embedding 

with 12 hidden layers. The features are represented by 

the [CLS] token from the final layer, where the [CLS] 

token serves as a sentence vector for classification. 
Recent studies have explored various pooling strate-

gies for effective feature extraction. For instance, ref-
erence [36] has demonstrated that holistic pooling 
strategies, such as last-layer average pooling or 
first-last-layer average pooling, generally enhance 
performance in classification tasks. However, after a 
thorough comparison of several pooling strategies, it is 
concluded that pooling strategies do not significantly 
impact OOD detection within the proposed framework. 
Consequently, the simplest approach, using the [CLS] 
token from the final layer, is preferred. Detailed out-
comes are provided in Section IV. 

D. OOD Detection 

The OOD detection process, illustrated in Fig. 5, be-

gins by assessing whether a given test sample qualifies 

as OOD. If the sample is not classified as OOD, it ad-

vances to the classification task. 
In the classification subtask, the BERT model is 

trained on all available IND data and subsequently 
calibrated using temperature scaling. For the sam-
ple-scoring subtask, features are extracted by the BERT 
encoder and trained on IND data, and the test sample’s 
scores are computed using the Mahalanobis distance, 
enhanced by multi-scaled PCA. The mean and covari-
ance matrix used in the Mahalanobis distance are de-
rived from IND, thereby facilitating distinct feature 
representations for IND and OOD samples. Samples 
scoring below 95% of the IND samples are flagged as 
OOD and rejected. 
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Fig. 5.  OOD detection process of an input test sample.  

Ⅳ.   EXPERIMENT SETTINGS 

A. Dataset 

This study examines the OOD challenges observed in 

the risk assessment task of PSFO. To enhance real-world 

applicability, the data for this case study are sourced 

from actual PSFO operations in a Chinese province, 

encompassing 101 195 samples. Detailed information on 

the dataset is provided in Table I and Fig. 6. 

For comparative analysis, the THUCNews dataset 

[37], consisting of Chinese news titles, is also included. 

This dataset contrasts with the PSFO data in terms of 

text structure, length, and other inherent characteristics. 

TABLE Ⅰ 

NUMBER AND PERCENTAGE OF OPERATIONS BASED ON MULTIPLE 

TYPES OF OPERATION 

Type of operation  
Number of 

samples 

Percentage 

(%) 

Manufacturing maintenance 

and modification 
40 292 39.816 

Meter installation 32 949 32.560 

Rural grid project 9604 9.491 

Independent operation 7220 7.135 

Business expansion 3384 3.344 

Relocation and modification 3110 3.073 

Power grid construction 1684 1.664 

External project 1497 1.479 

Others 1455 1.438 

 

Fig. 6.  Histogram of PSFO categorized with varying risk levels. 

B. Training Details 

The main framework employs the pre-trained Chi-

nese BERT model sourced from Hugging Face, with 

768 dimensions and 12 hidden layers. It is trained for 

two epochs using the AdamW optimizer, with a weight 

decay of 0.01, a batch size of 16, and a padding size of 

256 tokens per sample. The learning rate is set to 2105. 

All models attain a minimum of 90% accuracy on the 

classification task of the IND dataset. 

C. Evaluation Metrics 

The performance of OOD detection is assessed using 

the following metrics: the false positive rate at 90% true 

positive recall (FPR90), the false positive rate at 95% 

true positive recall (FPR95), the area under the receiver 

operating characteristic curve (AUROC), and the area 

under the precision-recall curve (AUPR). These metrics 

collectively evaluate the model’s ability to differentiate 

between OOD and IND samples. FPR90 and FPR95 

directly measure the model’s separation quality, while 

AUROC and AUPR provide an overall assessment of its 

performance. A lower FPR90 and FPR95, or a higher 

AUROC and AUPR, signify superior model perfor-

mance. 

D. Methods of Comparison 

Unlike the OOD detection research on the visual 

domain, studies focusing on text data are limited. This 

study evaluates the proposed method against six tech-

niques, most of which have been previously explored in 

OOD research on text data. The techniques include 

probability-based methods of MSP [17], LogitNorm 

[20], MaxLogit [21], and temperature scaling [27] and 

feature-based methods of Mahalanobis distance [22] and 

ViM [24]. Among these methods, ViM has achieved 

state-of-the-art results for text data [38]. However, pre-

vious studies do not include specialized datasets from 

the power systems. Therefore, a comprehensive com-

parison experiment is conducted using the PSFO to 

demonstrate the proposed method’s effectiveness, 
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particularly in the power system domain. 

For temperature scaling, LogitNorm, and MaxLogit, 

parameter T is assigned various values between 0 and 

1.0 and the calculation details for ViM are outlined in 

[24]. This study specifically compares the original 

Mahalanobis distance with its version downscaled to 

200 dimensions. Additionally, the Euclidean distance, 

though not a conventional OOD detection method, is 

included solely for comparison with the Mahalanobis 

distance. 

E. Experiment Environment 

The proposed methods are implemented on the 

VScode platform using Anaconda software. The deep 

learning framework utilized in the experiment is 

Pytorch 1.11.0. The computing hardware includes an 

Intel i9-10900K CPU (3.70 GHz, 10 cores), 64 GB of 

RAM, and an RTX3090 GPU with 24 GB of memory. 

Ⅴ.   EXPERIMENT RESULT AND ANALYSIS 

A. OOD Detection Experiment 

This study employs two different IND-OOD dataset 

pairs for the experiment to investigate both far-OOD 

and near-OOD detection challenges. For the far-OOD 

scenario, the entire PSFO dataset serves as the IND 

dataset, with 10 000 randomly sampled samples from 

THUCNews forming the OOD dataset. In the 

near-OOD scenario, both IND and OOD datasets are 

derived from PSFO, where the “meter installation” 

samples are designated as the OOD dataset, while the 

remaining samples are designated as the IND dataset. 

The selection of “meter installation” samples is based 

on two key criteria: sufficient sample size and a diverse 

range of internal representations. These samples are 

classified as the OOD dataset due to their association 

with risk levels I and II, as shown in Fig. 6. 

In the experiment, particularly in the near-OOD 

scenario, PSFO serves as the source for both IND and 

OOD, removing any potential impact from text lengths 

and structures. This observation demonstrates that the 

performance achieved by the proposed method stems 

from understanding the content’s meaning rather than 

mis-learned knowledge of text lengths or structures. 

Table II presents the OOD detection result of dif-

ferent methods for PSFO, where bold numbers indicate 

strong performance and underlined numbers represent 

the best results. The “far-OOD” column represents the 

PSFO and THUCNews as the IND and OOD datasets. 

The “near-OOD” column designates PSFO, excluding 

“meter installation,” as the IND dataset, with the re-

maining meter installation samples acting as the OOD 

dataset. The proposed method (Table II) leverages the 

strengths of probability-based and feature-based ap-

proaches, achieving the best experimental performance. 

After parameter optimization, probability-based meth-

ods demonstrate robust performance, outperforming 

feature-based methods in effectiveness. Feature-based 

methods such as ViM perform well without the need for 

parameter settings. 

TABLE Ⅱ 

OOD DETECTION OUTCOMES FOR PSFO 

Method Parameter 
Far-OOD Near-OOD 

FPR90↓ FPR95↓ AUROC↑ AUPR↑ FPR90↓ FPR95↓ AUROC↑ AUPR↑ 

Probability-based 

method 

MSP  70.49 87.62 78.78 82.63 71.32 87.57 82.64 71.87 

Temperature 

scaling 

T0.75 56.81 78.31 84.94 88.62 67.37 85.38 84.29 74.88 

T0.5 38.09 61.99 87.96 89.63 78.10 94.42 80.03 68.28 

T0.25 76.76 89.70 77.76 82.85 76.43 97.70 81.52 67.00 

LogitNorm 

T1.0 32.98 75.30 89.27 91.99 50.68 66.33 85.61 65.66 

T0.7 16.08 49.70 93.54 95.46 50.55 72.94 85.08 62.60 

T0.4 60.74 81.65 83.99 87.68 43.31 67.60 88.51 76.08 

T0.1 73.26 90.68 84.28 89.55 84.90 98.42 76.43 62.48 

Max logit 

T1.0 76.06 89.42 76.51 80.69 94.72 99.31 75.27 65.55 

T0.7 15.58 42.22 94.02 95.69 92.03 99.42 76.93 59.09 

T0.4 73.57 89.65 79.37 84.03 96.92 99.08 64.99 43.14 

Feature-based 

method 

Euclidean 

distance 
 50.96 78.51 84.38 87.16 96.28 98.38 54.81 31.46 

Mahalaonbis 

distance 
 35.94 53.94 89.90 92.02 66.75 85.17 79.57 63.15 

Mahalaonbis 

distance 
PCA:200d 30.69 48.56 91.59 93.51 68.00 83.54 80.16 67.06 

Mahalaonbis 

distance 

Multi-scaled 

PCA 
16.52 29.14 95.01 96.03 54.03 71.79 84.25 70.72 

ViM  23.96 38.75 92.24 93.26 74.12 83.89 77.71 64.14 

Composite 

method 

Proposed 

method 
 9.92 22.99 96.15 97.09 24.30 45.30 91.32 76.96 
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The proposed method leverages these advantages to 

achieve top performance across all four metrics in both 

far-OOD and near-OOD scenarios. It surpasses existing 

methods, especially in near-OOD scenarios that better 

reflect real-world applications. Compared to the pre-

vious state-of-the-art method, ViM, the proposed 

method reduces FPR90 by 14.04% and 49.82% in the 

far-OOD and near-OOD scenarios, respectively. 

B. Result Analysis 

The detailed analysis of experimental outcomes 

highlights several critical aspects. 

1) Distinction Between Near-OOD and Far-OOD 
Scenarios 

In OOD detection, the near-OOD scenario presents a 

greater challenge, closely resembling the situations 

encountered in real-world power system applications. 

Table II reveals that when the parameters are properly 

tuned, most methods demonstrate superior performance 

in far-OOD compared to near-OOD scenarios. In con-

trast to conventional tasks, the near-OOD detection task 

presents challenges not only with reduced performance 

metrics but also with the potential failure of widely used 

methods. 

Among probability-based methods, temperature 

scaling and LogitNorm show significant disparities 

between far-OOD and near-OOD scenarios. In partic-

ular, temperature scaling achieves a reduction in FPR90 

from 70.49% to 38.09% in the far-OOD scenario with a 

suitable T, surpassing its performance in the near-OOD 

scenario, where FPR90 only drops from 71.32% to 

67.37%. This disparity underscores the challenge of 

improving metrics in near-OOD scenarios. 

Results from feature-based methods further validate 

that far-OOD scenarios are more conducive to high 

performance than near-OOD scenarios. For example, 

the Mahalanobis distance, known for its simplicity and 

effectiveness, reaches an FPR90 of 30.69% in far-OOD 

scenarios, in stark contrast to the 68.00% FPR90 in the 

near-OOD scenarios. 

Typically, the related work based on generalized text 

datasets does not consider near scenarios. While ViM 

achieved state-of-the-art performance in previous 

studies, the scenario was too simplistic when compared 

to PSFO. The experimental results reveal that, despite 

ViM’s exceptional performance with an FPR90 of 

23.96% in far-OOD scenarios, it underperforms in 

near-OOD scenarios, failing to meet expectations. 

A total failure of the model is indicated when FPR90 

and FPR95 achieve 90% and 95%, respectively, as this 

finding suggests that the model cannot detect any OOD 

samples from the test dataset. In practical terms, 

methods that are effective in far-OOD scenarios often 

lose effectiveness in near-OOD scenarios, such as those 

represented by PSFO. 

In conclusion, although current methods are effective 

for simpler far-OOD scenarios, novel approaches are 

essential for effectively addressing challenges in 

near-OOD scenarios. The proposed method shows 

promising potential in this regard. 

2) Parameter Sensitivity of Probability-based Methods 

Probability-based methods often exhibit strong de-

pendence and sensitivity to the parameter T, character-

ized by two primary aspects. First, optimal model per-

formance is typically limited to a very narrow range of T 

values. Second, this study observes significant dispari-

ties in the optimal T values across different datasets, 

such as 0.7 and 0.4 for LogitNorm in far-OOD and 

near-OOD scenarios, respectively. Given the impracti-

cality of accessing OOD data in real-world applications, 

adjusting T based on OOD datasets is unfeasible. Con-

sequently, this dependence and sensitivity pose signif-

icant challenges to the model’s successful deployment. 

In contrast, the proposed method incorporates prob-

ability-based approaches for the classification subtask 

while avoiding direct sample scoring by logits, thereby 

minimizing sensitivity to T. The method enables pa-

rameter optimization to improve the performance. Its 

advantage lies in expanding the parameter range within 

which the model performs effectively, reducing the risk 

of minor parameter adjustments negatively impacting 

overall model effectiveness. 

Figure 7 reveals that the proposed method, using the 

same IND-OOD pair as “far-OOD” (Table II), exhibits 

significantly lower sensitivity to T than conventional 

methods such as temperature scaling. Temperature 

scaling is mostly effective only when 0.5T  . In con-

trast, while the proposed method exhibits some varia-

bility, it consistently maintains strong performance, 

except in specific situations, such as when 0.1T  . 

Objectively, an optimal value of T exists that max-

imizes the performance. Importantly, the proposed 

method performs well even with an arbitrary T, as long 

as it is not excessively extreme. This observation is 

because the proposed method significantly reduces the 

model’s dependence on the parameter T. 

 
Fig. 7.  FPR90 curve as a function of temperature parameter.  
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3) Ablation Study 

The ablation study highlights the importance of each 

module within the proposed method. Table III presents 

the results of the ablation study for the OOD detection 

task of PSFO, using the same IND and OOD datasets as 

“near-OOD.” The analysis examines the effects of 

various components and design choices on detection 

performance. 

Table III reveals that the ablation study evaluates 

three modules of the proposed method: temperature 

scaling for calibration, Mahalanobis distance for scor-

ing, and multi-scaled PCA for enhancement. PCA refers 

to the standard PCA, which has a target dimension of 

200, whereas multi-PCA represents the abbreviation for 

multi-scaled PCA. All configurations, except for 

Choices 1 and 2, derive their scores from features, em-

ploying either MSP or temperature scaling during 

model training for the classification subtask. In the case 

of Choices 6–8, Mahalanobis distance should be used 

alongside PCA in this experiment. Choice 9 represents 

the proposed method. Table III highlights that all three 

modules can interact to significantly enhance the per-

formance in OOD detection, underscoring the indis-

pensability of these modules, particularly in challenging 

tasks near-OOD scenarios. 

TABLE Ⅲ 

RESULTS OF THE ABLATION STUDY 

Component 
Choice 

1 2 3 4 5 6 7 8 9 

MSP √  √ √  √  √  

Temperature 

scaling 
 √   √  √  √ 

Euclidean 

distance 
  √       

Mahalanobis 

distance 
   √ √ √ √ √ √ 

PCA      √ √   

Multi-PCA        √ √ 

FPR90↓ 71.32 67.37 98.38 66.75 66.38 68.00 54.60 54.03 24.30 

AUROC↑ 82.64 84.29 54.81 79.57 79.42 80.16 84.18 84.25 91.32 

AUPR↑ 71.87 74.88 31.46 63.15 64.88 67.06 69.45 70.72 76.96 

4) Choice of Pooling Strategy 

The experiments demonstrate that selecting a pooling 

strategy is not a pivotal issue in tackling the OOD de-

tection task within the power systems. Referring to [36], 

the study explores several pooling strategies, such as 

averaging the first layer and the last layer or averaging 

all layers from the BERT encoder. 

Table IV shows that significant improvements are not 

observed by altering the pooling strategy within the 

proposed method. Some strategies even led to a decline 

in OOD detection performance. This outcome under-

scores that, for optimizing OOD detection performance 

in the scenario discussed, the choice of pooling strategy 

seems to be of little importance. Consequently, using 

the [CLS] token from the last layer, as is commonly 

practiced, remains a robust choice for the OOD detec-

tion task. 

TABLE Ⅳ 

RESULTS OF OOD DETECTION WITH VARIOUS POOLING 

STRATEGIES 

Pooling strategy 
FPR90↓ FPR95↓ AUROC↑ AUPR↑ 

Layers Pooling 

Last CLS 24.30 45.30 91.32 76.96 

Last AVG 78.72 86.52 73.10 57.29 

Last MAX 30.79 50.96 90.07 75.58 

First & last CLS 58.90 82.69 84.01 69.07 

First & last AVG 67.43 82.43 80.87 63.52 

All CLS 29.96 56.04 90.98 79.14 

All AVG 59.38 75.50 83.65 68.82 

5) Real-world Application Improvement by OOD De-
tection 

Reference [39] states that OOD detection should be 

recognized as a means rather than an end, emphasizing 

that evaluating performance on the original task is more 

important than focusing solely on OOD problems. In the 

risk assessment task of the PSFO, classification is the 

primary task. To simulate real-world application sce-

narios, 2000 IND and 2000 OOD samples are randomly 

selected from the IND-OOD dataset pair “near-OOD.” 

These samples are mixed to form a dataset, and the 

classification accuracies are calculated under three 

scenarios: 1) calculating the 2000 IND samples to rep-

resent the experimental settings; 2) using the full 

4000-sample mixed dataset to simulate the real-world 

application; 3) applying the proposed method to filter 

out OOD data from the mixed dataset to evaluate the 

effectiveness of OOD detection. The results are pre-

sented in Table V. 

TABLE Ⅴ  

EXPERIMENTAL RESULTS ON REAL-WORLD APPLICATIONS 

Scenario 
Total number 

of samples 

Number of 

IND  

samples 

Number of 

OOD  

samples 

Accuracy 

(%) 

1) 2000 2000 0 91.70 

2) 4000 2000 2000 73.45 

3) 2372 1889 483 86.42 

Table V reveals that the proposed OOD detection 

method successfully identified and excluded 1517 OOD 

samples while mistakenly filtering out only 111 IND 

samples. This result largely satisfies the requirement of 

filtering out OOD samples for the original classification 

task. The accuracy result of 91.70% achieved in sce-

nario 1) reflects the classification model’s expected 

performance in real-world applications. However, in 

scenario 2), there is a significant decline in classifica-
tion performance, with accuracy dropping to 73.45% 

when all 4000 samples, including OOD samples, are 

considered. This outcome highlights the substantial 
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impact of OOD samples on the model’s reliability in 

real-world applications. In contrast, scenario 3) 

demonstrates that the proposed method effectively fil-

ters out OOD samples, thereby allowing the model to 

approach its anticipated performance and significantly 

enhancing the model’s reliability. 

Furthermore, the OOD problem can be viewed as the 

limitation of the training dataset. By labeling and in-

corporating the identified OOD samples, we can estab-

lish a continuous solution to mitigate the OOD problem. 

Ⅵ.   CONCLUSION 

This study presents a simple framework for OOD 

detection, which decomposes the original task into two 

subtasks: classification and sample-scoring subtasks. 

This modular approach combines both probabil-

ity-based and feature-based methods to improve OOD 

detection performance, especially in near-OOD sce-

narios within the power system domain. Temperature 

scaling is applied for calibration in the classification 

subtask, while multi-scaled PCA enhances Mahalanobis 

distance to compute the final score for each sample. 

Experiment results demonstrate that the proposed 

method achieves superior performance. In difficult 

far-OOD scenarios, where conventional methods often 

fail, this method reduces the FPR90 and FPR95 metrics 

by nearly 40%, demonstrating a marked improvement in 

the OOD detection performance. Another advantage of 

this framework is its modular design, which enables the 

easy replacement of individual modules with more ad-

vanced OOD detection methods—whether fea-

ture-based or probability-based—as they become 

available. 

The proposed OOD detection method not only iden-

tifies OOD samples but also highlights potential limi-

tations in the IND dataset, guiding updates to the dataset. 

However, despite utilizing real data from PSFO, the 

OOD scenarios evaluated in this study are simulated. To 

effectively tackle the OOD challenges in PSFO, it is 

crucial to have larger labeled datasets that cover diverse 

operational scenarios. Additionally, even when OOD 

samples are used to enhance the dataset quality, manual 

labeling and model retraining remain necessary. Over-

coming these two challenges in future research could 

increase the practicality of OOD detection. 

We firmly believe that the OOD problem will present 

shared characteristics and unique challenges across 

various situations. The scenario and the solution out-

lined in this study are not the sole possibilities, and we 

hope they act as a catalyst for further research that 

recognizes the OOD problem and proposes effective, 

application-specific solutions. 
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