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False Data Injection Detection in Power System 

Based on LOSSA-AdaBoostDT 

Lei Xi, Member, IEEE, Xilong Tian, Miao He, and Chen Cheng 

Abstract—The attack of false data injection can con-

taminate the measurements acquired from the supervi-

sory control and data acquisition (SCADA) system, which 

can seriously endanger the safety and stability of power 

system operations. The conventional machine learning 

attack detection methods use a single strong classifier and 

are difficult to solve the problem of overfitting, making 

them lack of generalization ability. On the other hand, 

most existing dimension reduction approaches based on 

feature extraction can change the original physical 

meanings of measurements. Here, a novel method is 

proposed based on feature selection and ensemble learn-

ing to solve the above problems. Squirrel search algo-

rithm combines Latin hypercube sampling and opposi-

tion-based learning to form an improved algorithm with 

strong global search ability for feature selection. This 

avoids the problem of feature extraction changing the 

original physical meanings of measurements. Besides, the 

classifier based on adaptive boosting decision tree en-

semble learning algorithm with stronger generalization 

ability is used to distinguish the false data injection. Sim-

ulation results using the IEEE 14-bus and IEEE 57-bus 

test systems verify the proposed method with higher per-

formance of detection compared with other widely 

adopted methods. 

Index Terms—False data injection, squirrel search al-

gorithm, adaptive boosting decision tree, SCADA. 
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Ⅰ.   INTRODUCTION 

ith highly integrated computer, communication 

and control technologies, traditional power sys-

tems have developed into a new type of cyber-physical 

power systems (CPPS) [1]–[4]. In the CPPS, meas-

urements obtained from the supervisory control and 
data acquisition (SCADA) and the phasor measurement 

units (PMU) of wide area monitoring systems are used 

to acquire the system operation states [5], [6], as refer-

ence for stability analysis, safety constraint scheduling 
and other performance analysis. The exactitude of the 

states estimation is largely dependent on the reliability 

of the measurements. Therefore, certain damaged data 

detection mechanism [7] should be adopted to identify 

the bad data in the measurements. However, due to the 
attacks on the SCADA and PMU measurements, the 

false data initiated by the false data injection attack 

(FDIA) [8], [9] can bypass the data scrutiny system so 

that the measurements are contaminated in the course of 
data collection, transmission and processing, seriously 

jeopardizing the safety of the power system [10], [11].  
Many investigations have been carried out for FDIA 

detection in CPPS, which can be divided into three cat-

egories, i.e., improved state estimation [12][14], tra-

jectory analysis [15][17] and machine learning based 

methods [18][20]. Both the improved state estimation 
and trajectory analysis methods are based on physical 
models, which depend on the specific attack model and 
system topology. The detection methods based on 
physical models are difficult to expand to other applica-
tions when the detection scenario changes. FDIA detec-
tion can be treated as an anomaly detection problem [21] 
via classifier utilizing historical measurements in ma-
chine learning methods. Strong classifier is a method 
with generalization ability for unknown data [22], which 
can classify the measurements into normal states and 
abnormal states more quickly and accurately with no 
knowledge of specific attack model and system topology, 
showing high scalability and great advantages in the 
FDIA detection. Reference [18] uses convolutional 
neural network to detect FDIA, and combines gradient 
descent strategy and classification cross-entropy loss to 
improve the convolutional neural network, which can 
identify a variety of abnormal events. Reference [19] 
proposes a detection scheme based on a hybrid chimp 
optimized extreme learning machine to detect FDIA, 
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while in [20], the graph edge-conditioned convolutional 
networks is used to improve the detection framework to 
realize the FDIA detection and other network attacks.  

However, the above mentioned machine learning 
based FDIA detection methods are constructed with 
single strong classifier [23], which is difficult to tackle 
the overfitting during model training, as a bottleneck for 
generalization capability improvement. Compared with 
the single strong classifier, ensemble strong classifier is 
constructed by multiple weak classifiers, i.e., ensemble 
learning [24], to provide regularization so as to alleviate 
overfitting. Further, a bootstrap aggregation scheme has 
been used to form an ensemble strong classifier to 
promote the classifier performance [25]. Reference [26] 
introduces an ensemble strong classifier based on ex-
tremely randomized ensemble learning which can detect 
the exact position of FDIA without statistical 
knowledge assumption. Reference [27] proposes to use 
extreme gradient boosting ensemble learning to detect 
non-stationary and nonlinear attacks. However, the 
current ensemble learning can only reduce one of the 
bias or variance of the ensemble strong classifier at one 
time to limit the diminution of the generalization error. 

Adaptive boosting (AdaBoost) [28] is a kind of en-
semble learning algorithm which can reduce the variance 
and bias of the classifiers simultaneously with better 
classification performance. In [29], AdaBoost based on 
support vector machine is applied to detect the chatter 
vibration with a high accuracy, while reference [30] 
achieves better accuracy of high-voltage circuit breaker 
fault diagnosis under small samples and complex work-
ing conditions by utilizing AdaBoost ensemble learning. 
Further, AdaBoost based on back propagation neural 
networks is proposed to identify rotor fault status and 
fault severity [31]. However, the improvement of gener-
alization performance of the ensemble learning is to ob-
tain the diversity among the weak classifiers, and thus, it 
is difficult to increase the diversity degree in the above 
methods. Decision tree is a classifier with strong inter-
pretability, so a set of diversified weak classifiers can be 
obtained by adjusting the tree depth and width to acquire 
an ensemble with stronger generalization. Further, ref-
erence [32] uses the decision tree as the weak classifier in 
adaptive boosting ensemble learning to develop the 
adaptive boosting decision tree (AdaBoostDT), and 
achieve better computational efficiency in electricity 
theft detection. Therefore, this paper attempts to explore 
a classifier based on AdaBoostDT algorithm to detect the 
FDIA in CPPS with higher accuracy and fast speed. 

It is worth noting that CPPS is a large-scale complex 
network with high-dimensional generated measurements 
[33]. Using high dimensional data to train the classifier 
will lead to a high complexity of the model, while the 
redundant features will weaken the detection perfor-
mance of the model. Therefore, the dimension reduction 
[34] technology should be adopted in the original 
measurements to improve the efficiency of the classifier. 

At present, there are limited studies on the data dimen-
sion reduction in FDIA detection. In [35], the autoen-
coder is integrated into the generative adversarial net-
work and feature extraction dimension reduction is 
performed on the measurements. Reference [36] uses the 
principal component analysis to perform feature extrac-
tion and develops visual clustering method to detect 
FDIA. However, these dimension reduction methods are 
based on the feature extraction strategy which can 
damage the original representation and physical mean-
ing of the data features. 

Reference [37] introduces a feature selection strategy 
based on genetic algorithm to eliminate the redundant 
features so as to enhance the detection ability of the 
classifier. In [38], feature selection is performed to se-
lect the optimal feature subset from the original features, 
in which the original physical features of the units do 
not change, i.e., the measurements retain their original 
meanings. However, genetic algorithm such evolution-
ary heuristic algorithms have defects, i.e., slow search 
speed, heavy computation load with high dimensions 
data and low convergence. 

Reference [39] designs the squirrel search algorithm 
(SSA) with fast convergence and strong adaptability to 
high dimensional data. However, like other swarm in-
telligence optimization algorithms, SSA is prone to be 
caught in local optimum [40]. In [41], the Latin hyper-
cube sampling (LHS) is introduced to initialize the 
population, which can diversify the variety and er-
godicity of the population, while reference [42] pro-
poses the opposition-based learning (OBL) to improve 
the global search capability of the algorithm. To further 
optimize SSA for the feature subset selection, this paper 
integrates LHS and OBL into SSA to obtain the Latin 
hypercube sampling and opposition-based learning SSA 
(LOSSA) which can improve the global search capa-
bility so as to avoid the local optimum. 

A novel FDIA detection method in CPPS based on 
LOSSA-AdaBoostDT algorithm is proposed in this 
paper. The main contributions of the work are summa-
rized as follows. 

1)  In order to avoid the alternation of the original 
physical meaning of the measurements during the fea-
ture extraction, an integrated LOSSA scheme is pro-
posed to combine the LHS and OBL strategies in SSA 
for feature selection of the measurement without 
trapped in local optimum. 

2)  A classifier based on AdaBoostDT algorithm with 
stronger generalization ability is designed to detect 
FDIA more quickly and accurately. 

3)  The comprehensive simulations of IEEE 14-bus 
and IEEE 57-bus test systems are used in the experiment 
to verify the effectiveness of the proposed FDIA detec-
tion method. 

The remainder of the paper is arranged as follows. 
Section Ⅱ explains the mechanism of FDIA, while Sec-
tion Ⅲ presents the proposed LOSSA-AdaBoostDT. In 
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Section Ⅳ, the experiments and numerical results are 
analyzed. Finally, Section Ⅴ concludes the paper. 

Ⅱ.   FALSE DATA INJECTION ATTACK MODEL 

The state estimation can map between the real-time 
measurements and the system state variables. In order to 
simplify the state estimation, linearized direct current 
power flow model is often used to approximate alter-
nating current model in engineering. The mapping be-
tween the measurements and the system states is de-
scribed as: 

 m Hs e                                  (1) 

where m is the system measurement vector; H is the 
Jacobian matrix of the power system; s is the state 
vector which includes the voltage magnitude and phase 
angle; and e is the measurement error. It is noted that the 
measurement error includes measurement noise, com-
munication noise and other noise. 

The attack model of the FDIA can be described as: 

 f     m m f Hs f e  (2) 

where fm  represents the measurement vector after the 

attack; and f is the false data vector injected by the at-
tacker. FDIA can bypass the general false data detection 
mechanism, and the false data vector would meet the 
constraint: 

 f Hb  (3) 

where b is the bias of the state variable produced by the 
attack vector. 

After the fake data are injected, the attacked meas-
urements can be rewritten as: 

 f f( )       m Hx Hb e H x b e Hx e  (4) 

where fx  is the new system state variables containing 

the false data after being attacked. 
After the FDIA attack, the residual of the false data 

detection fr  of the state estimation is written as: 

 f f f f( )        r m Hx m f H x b e Hx e  (5) 

Thus, FDIA can steer by the conventional residu-
al-based false data detection and jeopardize the power 
system state estimation [43]. The FDIA structure in the 
CPPS is presented in Fig. 1. 

 
Fig. 1.  FDIA structure. 

It can be seen that the attacker can inject false data in 

the control equipment, communication networks and 

measurement units, to temper the measurement values. 

Ⅲ.   LOSSA-ADABOOSTDT FALSE DATA DETECTION 

A detection algorithm based on LOSSA-AdaBoostDT 

is proposed to detect FDIA in the CPPS. The LOSSA 

algorithm can perform the feature selection on the da-

taset generated by the attack model to reduce the di-

mension of the original measurement features as a data 

pre-processing algorithm, and AdaBoostDT is used to 

construct a classifier for FDIA detection. The main 

process of the FDIA detection algorithm is illustrated as 

in Fig. 2. The proposed detection model does not depend 

on the specific attack propagation mode and system 

model, and learns the outlier characteristics caused by 

FDIA in the electrical force measurements through 

training, so as to achieve the attack detection. It is suit-

able for FDIA which is aimed at CPPS state estimation 

in various scenarios. The detection model is deployed 

before advanced applications such as online power flow, 

security analysis, and economic scheduling, and when 

FDIA is detected, the state estimation results are re-

placed or restored to ensure that the energy management 

system makes correct decision on control instructions. 

 

Fig. 2.  The procedure of LOSSA-AdaBoostDT detection method. 

A. Squirrel Search Algorithm 

Compared with the dimension reduction method of 

feature extraction, feature selection is used to choose the 

optimal feature subset from all the original features and 

interpretably preserve the physical meaning of the data. 

It is a nondeterministic polynomial time combinatorial 

optimization problem, so SSA is applied for feature 

selection due to its simple principle, fast convergence 

and efficient processing of large-scale high-dimensional 

data. To simulate the forage process and special gliding 

mode of the squirrels, four basic hypotheses are made: 
1) There are n squirrels in the forest with n trees. 

2) The forest contains one hickory tree and sN  

s(1 )N n＜ ＜  oak trees, and the remainder are the or-

dinary trees. 
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3) Among these three kinds of trees, the hickory tree 

has the best food, the oak trees have the common food 

and the ordinary trees have no food. 

4) Each squirrel individually searches for food. 

Under the above assumptions, the whole process of 

SSA is as follows. 

Step 1: Population initialization 

The squirrels are initialized as: 

 L U Lrand(1, ) ( )i D   F F F F  (6) 

where iF  is the position of the ith ( 1,2, , )i n  

squirrel; UF  and LF  are the upper and lower bounds of 

the search space respectively; rand(·) is a random 
number in the range [0,1]; and D is the dimension of the 
individual. 

Step 2: Individual classification 

After the population initialization, the fitness (f) of 

the position of each individual is calculated and sorted 

in ascending sequence, i.e.: 

 index sort( )fF  (7) 

where indexF  is all F sorted in ascending by f. Then, the 

squirrels are divided into three categories based in their 
fitness values: 

 h index (1)F F  (8) 

 a index(1: 3) (2 : 4)F F  (9) 

 n index(1: 4) (5 : )n n F F  (10) 

where hF  is the squirrel number in the hickory trees; 

aF  is the squirrel number in the oak trees; and nF  is the 

squirrel number in the normal trees. 
Step 3: Location update 

The squirrels use a special guidance to search trees and 

update their positions, while the presence of the predators 

can affect such behaviors. Three situations can occur 

during the search process, which are shown as follows. 

1) Squirrels move from the oak trees to the hickory 

tree: 

 1 a g c h a 1 d
a

1 d

( ),   

Random location,      

t t t
t d G R P

R P

     
 


≥

＜

F F F
F  (11) 

where t is the number of the current iterations; 1R  is a 

random number within [0,1]; dP  is the probability of 

predation and set as 0.1; h

t
F  is the squirrels in the 

hickory tree in the tth iteration; a

t
F  is the squirrels at the 

oak trees in the tth iteration; cG  is a sliding constant and 

set as 1.9; and gd  is the sliding distance [39]. 

2) Squirrels move from the normal trees to the oak 

trees: 

 1 n g c a n 2 d
n

2 d

( ),   

Random location,   

t t t
t d G R P

R P

     
 


≥

＜

F F F
F  (12) 

where 2R  is a random probability within [0,1]; and n

t
F  

is the squirrels in the normal trees at the tth iteration. 
3) Squirrels move from the normal trees to the hick-

ory tree: 

 1 n g c h n 3 d
n

3 d

( ),   

Random location,   

t t t
t d G R P

R P

     
 


≥

＜

F F F
F  (13) 

where 
3R  is a random probability within [0,1]. 

Step 4: Seasonal changes and the termination 

SSA introduces the seasonal impact in the squirrel 

foraging activities, to relocate squirrels in common trees 

terminated at wintertime. First, the seasonality constant 

is calculated as: 

 2

c a, h,

1

( )
D

t t

k k

k

S


  F F  (14) 

The least value of the seasonality constant 
min( )S  is 

calculated as: 

 
 max

6

min / / 2.5

10e

365
t t

S


  (15) 

where maxt  is the total number of the iterations. If 

c min

tS S＜ , winter comes to an end. The squirrels in the 

normal trees are relocated as: 

 new

n L U LLevy( ) ( )n   F F F F  (16) 

where Levy(·) function is a mathematical model for 

space exploration which can be calculated as: 

 n

1

m

Levy( ) 0.01
r

n

r 


   (17) 

where nr  and mr  are the two normal distributed random 

numbers within [0,1];   is a constant as 1.5; and   is 

calculated as: 

 

1
1

1

2

(1 ) sin
2

1
2

2













 

 
 

       
  


  
       

 (18) 

When the maximum number of the iterations is 

reached, the algorithm terminates. SSA can randomly 

generate the initial population at the initialization stage. 

If the initial population is not evenly distributed in the 

search space, the variety of the population cannot be 

guaranteed, which can result in insufficient optimiza-

tion. Moreover, the squirrels tend to assimilate at the 

later stage of each iteration, which makes the SSA eas-

ily fall into local optimum. 

B. Latin Hypercube Sampling Initialization 

Here, this paper introduces LHS method which is a 

multidimensional random stratified sampling method 

based on Monte Carlo [44] to make the initial popula-

tion of SSA evenly covered in the search space. 

The search space is first divided into n independent 

intervals with the equal probability in LHS. Then a 
value from each interval with the equal probability is 

extracted to obtain n samples, and a vector is formed by 

matching the extracted n samples. Finally, the sampling 

set is obtained by iterative operation. The initial popu-
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lation distribution produced by this method can ensure 

each interval to contain the same number of samples, so 

as to be more uniform than that of random sampling. 

C. Opposition-based Learning Mechanism 

In order to solve the local optimum, OBL is intro-

duced in the SSA to select the squirrel position vector 

with the highest fitness value after seasonal changes so 

as to generate an inverse position, i.e.: 

 best U L best

t t  U F F X  (19) 

where best

t
U  is the opposed squirrel position vector; and 

best

t
X  is the squirrel position vector with the highest 

fitness after the iteration. Then, the fitness value of the 

opposed position is calculated and contrasted with the 

highest fitness value so that the squirrel with higher 

fitness is selected to enter the next iteration. The OBL 

strategy can expand the search scope, guide individual 

squirrels to find the global optimal solution, and avoid 

being trapped into local optima. 

D. LOSSA Flow 

Combine LHS and OBL in SSA, the proposed algo-

rithm of LOSSA is described in Table Ⅰ. 

TABLE Ⅰ 

ALGORITHM FLOW OF LOSSA 

Algorithm Pseudocode for LOSSA 

Input: Population size n, feature dimension D, maximum number of 

iterations 
maxt . 

Output: Optimal feature subset GBestF. 
1. Initialize the squirrel using Latin hypercube sampling 
2. Calculate the fitness of each squirrel 

3. Sort the fitness, and declare the squirrels on hickory tree 
hF , oak 

trees 
aF  and normal trees 

nF  

4. while 
max( )t t＜  

5.    for 1i   to n1 (n1 is the total number of squirrels moving oak 

trees to hickory tree) 

6.        Calculate 1

a

t
F  using (11) 

7.    end 

8.    for 1i   to n2 (n2 is the total number of squirrels moving normal 

trees to oak trees) 

9.        Calculate 1

n

t
F  using (12) 

10.    end 

11.    for 1i   to n3 (n3 is the total number of squirrels moving 

normal trees to hickory tree) 

12.        Calculate 1

n

t
F  using (13) 

13.    end 

14.    Calculate seasonal constant 
c( )S  using (14) 

15.    Calculate the minimum value of seasonal constant 
min( )S  using (15) 

16.    if 
c minS S＜  

17.        Relocate squirrels using (16) 
18.    end 
19.    Calculate the fitness of each squirrel 
20.    Sort the fitness 

21.    Calculate best

t
U  using (19) 

22.    if best hfit( ) fit ( )t t
U F＜  

23.    
h best

t tF U  

24.    end 
25. end 

E. AdaBoostDT Algorithm 

AdaBoostDT is an adaptive boosting ensemble 

learning algorithm based on multiple decision tree 

classifiers with strong generalization capability. First, 

the weight D1 of the data is initialized as: 

 1 11 12 1

1 1 1
( , , , ) , , ,ND w w w

N N N

 
   

 
 (20) 

where 1iw  is the weight of the ith instance at the be-

ginning; and N is the total number of the samples. After 
T iterations of the decision tree classifier, the decision 

tree classifier 
th  with the lowest error rate in the current 

iteration is selected, and its error rate 
te  is calculated as: 

 
1

( ( ) ) ( ( ) )
N

t t t i ti t i i

i

e P h x y w I h x y


     (21) 

where ix  is the features of the instance; iy  represents 

the category label of the instance; and ( )I   represents 

indicator function. According to the rate deviation, the 

epicycle weight ta  of the decision tree classifier is 

calculated as: 

 
11

ln
2

t

t

t

e
a

e

 
  

 
 (22) 

Then, the weight coefficients of the training sam-

plings are adjusted as: 

 1

exp( ( ))

2 (1 )

t t i t i

t

t t

D a y h x
D

e e






 (23) 

Thus the decision tree classifiers are combined based 

on their weights to obtain the final ensemble classifier 

H: 

 
1

sign
T

t t

t

H a h


 
  

 
  (24) 

The pseudocode of AdaBoostDT is provided in 

Table Ⅱ. 

TABLE Ⅱ 

ALGORITHM FLOW OF ADABOOSTDT 

Algorithm Pseudocode for AdaBoostDT 

Input: Optimal feature subset GBestF, decision tree 
th , and maxi-

mum number of the iterations T 
Output: Ensemble classifier H 

1. Initialize 
1D  using (20) 

2. for t to T 

3.     Train decision tree classifier 
th  

4.     Calculate 
te  using (21) 

5.     if > 0.5te then break 

6.     Calculate 
ta  using (22) 

7.     Calculate 
1t+D  using (23) 

8. end 
9. Get H using (24) 

Ⅳ.   CASE STUDIES 

A. Performance Evaluation Criteria 

FDIA detection is a binary anomaly detection, where 

the measurements can be divided into two categories: 
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attacked and not attacked. In this paper, the detection 

accuracy is represented as the ratio of correct detections. 

Both precision, sensitivity and F1-score are utilized to 

evaluate the performance and feasibility of the proposed 

detection method to increase the credibility of the al-

gorithm. The confusion matrix is introduced to define 

the performance evaluation criteria [45]. 

The true positive, true negative, false positive and 

false negative can be seen in Table Ⅲ, which are de-

fined as follows: 

1) The true positive represents the quantity of posi-

tives detected as positives ( PT ). 

2) The true negative represents the quantity of nega-

tives detected as negatives ( NT ). 

3) The false positive represents the quantity of nega-

tives detected as positives ( PF ). 

4) The false negative represents the quantity of posi-

tives detected as negatives ( NF ). 

TABLE Ⅲ 

CONFUSION MATRIX 

 Detection positive Detection negative 

Real positive Ture positive False negative 

Real negative False positive Ture negative 

Through the confusion matrix, the four evaluation 

indicators can be defined as follows: 

 P N

P N P N

T T
A

T T F F




  
 (25) 

 P

P P

T
P

T F



 (26) 

 P

P N

T
S

T F



 (27) 

 1 2
P S

F
P S


 


 (28) 

where the precision represents the proportion of correctly 

detected attacked samples to all the attacked instances, 

and the sensitivity is the ratio of correctly detected at-

tacked instances to the total attacked instances, reflecting 

the sensitivity of the classifier to the attacked samples. 

F1-score can balance the precision and sensitivity. 

B. Experimental Setting 

Most existing FDIA models are aimed to approxi-

mate direct current models with only SCADA devices. 

A more general FDIA model is proposed to inject false 

data into SCADA and PMU measurements [46]. 

Therefore, the FDIA model in [46] is used to attack 

IEEE 14-bus and IEEE 57-bus test systems. SCADA 

measurements include active power injection, reactive 

power injection, active power flow and reactive power 

flow, and contain measurement errors with a standard 

deviation of 0.02. PMU measurements include voltage 

phase and current phasor, and contain measurement 

errors with a standard deviation of 0.001. The diagrams 

of the IEEE 14-bus and IEEE 57-bus test systems are 

presented in Figs. 3 and 4, respectively. The daily load 

curves for the test systems are collected from Dongguan 

dispatching center in Guangdong province, China in 

2016, with a sampling interval of 15 minutes. Each of 

the two test systems produces 2480 samples, including 

2000 negative samples and 480 positive samples. In 

order to simulate different attack scenarios, the attack 

model of the IEEE 14-bus test system is equipped with 

complete power grid topology information, while the 

attack model of the IEEE 57-bus test system has no such 

information. In the attack samples, the minimum num-

ber of attacked lines is 1, and the maximum number of 

attacked lines is 5. The attack strength under different 

number of attacked lines is calculated as: 
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1 1
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where z is the dimension of state vector; i  is the esti-

mated phase angel at bus i after attack; real

i  is the real 

phase angel; iV  is the estimated voltage magnitude at 

bus i; and real

iV  is the real voltage magnitude. Table Ⅳ 

lists the results of ψ with different number of attacked 

lines in the IEEE 14-bus and IEEE 57-bus test systems. 

 

Fig. 3.  The diagram of the IEEE 14-bus test system. 

 

Fig. 4.  The diagram of the IEEE 57-bus test system. 
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TABLE Ⅳ 

THE VALUES OF   UNDER ATTACKED LINES 

Test system 
Number of attacked lines 

1 2 3 4 5 

14-bus 0.0536 0.1628 0.1932 0.2438 0.3180 

57-bus 0.4202 0.5716 0.7140 1.4735 1.4835 

Table Ⅴ lists the average amount of features in the 

optimal feature subset of each label in the two datasets 

of the IEEE 14-bus and IEEE 57-bus test systems. 

TABLE Ⅴ 

NUMBER OF FEATURES IN THE OPTIMAL FEATURE SUBSET 

Test system Featrues Selected Features 

14-bus 104 53 

57-bus 419 209 

For the model training, the ratio of training set and 

testing set is 7:3. The number of the weak classifiers for 

AdaBoostDT is set as 100. In the IEEE 14-bus and IEEE 

57-bus test systems under FDIA, AdaBoostDT, random 

forest (RF) and extreme learning machine (ELM) algo-

rithms are applied for comparing the accuracy, precision, 

sensitivity and F1-score with the proposed method. 

C. Simulation Experiment of the IEEE 14-bus Test 

System 

First, the traditional FDIA model with the complete 

topology information of the CPPS is considered. Here, 

the FDIA in the IEEE 14-bus test system is an attack 

with complete known information of the power system. 

The FDIA detection accuracies of LOSSA-AdaBoostDT, 

AdaBoostDT, RF and ELM are demonstrated in Fig. 5. 

The state variables represent the phase angle and voltage 

magnitude of each bus except the balancing node, which 

are arranged according to the order of the bus in Fig. 5. 

 

Fig. 5.  The detection accuracies of the IEEE 14-bus test system. 

As depicted in Fig. 5, the RF and ELM algorithms 

have low detection accuracies and large fluctuations, 

with average accuracies of 97.27% and 93.04%, while 

the minimum accuracies are only 92.47% and 88.71%, 

respectively. In comparison, the accuracy of Ada-

BoostDT is significantly higher than those of RF and 

ELM, and it is more stable for different node states. 

Compared with the AdaBoost algorithm, the detection 

accuracy of LOSSA-AdaBoostDT with additional fea-

ture selection can be further improved, and the average 

detection accuracy reaches 98.72%. It demonstrates that 

the average accuracy of LOSSA-AdaBoostDT is better 

than those of other methods in the same attack model. 

Table Ⅵ lists the precision, sensitivity and F1-score of 

the four algorithms in the IEEE 14-bus test system. The 

average detection precision of LOSSA-AdaBoostDT is 

1.68%, 3.05% and 3.06% higher than AdaBoostDT, RF 

and ELM, respectively, and can reach up to 98.24%. The 

sensitivity and F1-score of the LOSSA-AdaBoostDT are 

98.51% and 98.38%, respectively, being higher than 

other tree algorithms. Hence, the sensitivity of the pro-

posed algorithm to the attacked samples and the ability to 

correctly detect the attacked samples are superior to the 

other three algorithms. 

TABLE Ⅵ 

DETECTION EVALUATION IN THE IEEE 14-BUS TEST SYSTEM 

Test  

system 
Method 

Index 

Precision Sensitivity F1-score 

14-bus 

LOSSA-AdaBoostDT 0.9824 0.9851 0.9838 

AdaBoostDT 0.9656 0.9817 0.9737 

RF 0.9519 0.9779 0.9649 

ELM 0.9518 0.8596 0.9057 

D. Simulation Experiment of the IEEE 57-bus Test 

System 

FDIA detection is further applied on the IEEE 57-bus 

test system without complete power system information. 

The detection accuracies of the test system with diverse 

algorithms are demonstrated in Fig. 6. 

 

Fig. 6.  The detection accuracies of the IEEE 57-bus test system. 

In Fig. 6, the average accuracies of the LOSSA- 

AdaBoostDT, AdaBoostDT, RF and ELM detection 

methods are 96.21%, 94.82%, 92.77% and 85.53% re-

spectively. Compared with the IEEE 14-bus system, the 

detection accuracies of AdaBoostDT, RF and ELM de-

crease significantly in the IEEE 57-bus test system. The 

data dimension of the IEEE 57-bus test system is 419, 

which is much higher than the 104 dimensions in the 
IEEE 14-bus test system. Specifically, the high dimen-

sionality of the dataset leads to the performance degra-

dation of the classifier. After the introduction of LOSSA 
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feature selection, the dimension of the IEEE 57-bus test 

system is reduced to 209, which can maintain good de-

tection performance of the classifier. Table Ⅶ lists the 

precision, sensitivity and F1-score of the different algo-

rithms in the IEEE 57-bus test system. It is shown that the 

average detection precision of LOSSA-AdaBoostDT is 

up to 92.76%, and is 1.78%, 8.05% and 8.56% higher 

than AdaBoostDT, RF and ELM, respectively. In addi-

tion, LOSSA-AdaBoostDT results in the sensitivity and 

F1-score index of 95.18% and 93.97%, also being higher 

than the other tree algorithms. 

TABLE Ⅶ 

DETECTION EVALUATION IN THE IEEE 57-BUS TEST SYSTEM 

Test  

system 
Method 

Index 

Precision Sensitivity F1-score 

57-bus 

LOSSA-AdaBoostDT 0.9276 0.9518 0.9397 

AdaBoostDT 0.9098 0.9229 0.9164 

RF 0.8471 0.9153 0.8812 

ELM 0.8420 0.6177 0.7299 

E. Receiver Operating Characteristic Analysis 

Receiver operating characteristics [47] (ROC) is used 

to describe the relationship between true positive rate 

(TPR) and false positive rate (FPR). The ROC curves of 

the IEEE 14-bus and 57-bus test systems are depicted in 

Fig. 7. The area covered by ROC curve and the coor-

dinate axis is the area under curve (AUC) [47]. Since the 

function of a classifier is to classify samples into posi-

tive and negative classes, AUC can represent the clas-

sifier’s ability to distinguish positive and negative 

samples. A larger AUC indicates higher detection per-

formance of the algorithm, and the ideal algorithm has 

an AUC value of 1. In Fig. 7, the TPR and FPR of the 

IEEE 14-bus test system are 0.9861 and 0.0066, re-

spectively, while the TPR and FPR of the IEEE 57-bus 

test system are 0.9579 and 0.0325, respectively. The 

AUCs of both examples are close to 1, further demon-

strating that the proposed method has high FDIA de-

tection accuracy. 

 

 
Fig. 7.  ROC curves of the IEEE test systems. (a) IEEE 14-bus 

test system. (b) IEEE 57-bus test system. 

Ⅴ.   CONCLUSION 

In this paper, a LOSSA-AdaBoostDT method is 
proposed to address the weak generalization ability of 
the single classifier in machine learning-based FDIA 
detection methods for CPPS, and the problem of the 
original physical meaning of the measurement features 
altering during dimension reduction. The proposed 
method adopts the AdaBoostDT classifier with strong 
generalization ability to detect FDIA more quickly and 
accurately. At the same time, LOSSA is applied with the 
combining of LHS and OBL to avoid the local optimum 
of SSA and obtain the optimal feature subset to improve 
the detection performance of the classifier. 

Simulation experiments in the IEEE 14-bus and 
57-bus test systems are performed to prove the effec-
tiveness of the LOSSA-AdaBoostDT. Compared with 
AdaBoostDT, RF and ELM algorithms, LOSSA- 
AdaBoostDT has better detection performance, and the 
detection accuracy of IEEE 14-bus and IEEE 57-bus test 
systems reach 98.72% and 96.21%, respectively. Fur-
ther study will investigate new methods to eliminate and 
recover the contaminated states in the CPPS so as to 
improve the stability of the CPPS. 
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