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Robust Overcurrent-differential Agent-based  

Relaying Scheme with a False 

Data Rejection Tool 
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Member, IEEE 

Abstract—Recent developments in agent-based systems 

provide an effective solution to many operational prob-

lems of power systems. This paper proposes a protection 

scheme that uses agent-based relays in a cooperative 

multiagent structure. The relay primarily starts as an 

overcurrent relay to detect the fault. Then, it starts data 

exchange with one peer relay in case of line faults or few 

neighboring relays in case of busbar faults to confirm the 

fault location. At this later step, it acts as a differential 

relay that compares the current phasors at both line ends 

in the case of line faults and computes the net outgoing 

current in the case of busbar faults. The scheme design is 

presented, and the agent cooperation protocol is described. 

To enforce the scheme against false data injected by 

hackers via intruding communication facilities, an anom-

aly detection device is prepared and integrated into each 

agent. The proposed tool is based on a one-class support 

vector machine and can firmly discriminate real fault 

data from injected false data. The tool also enables the 

relay to recognize the challenging high impedance fault. 

The proposed method is tested by dynamic simulation on 

the IEEE 9- and 39-bus systems under various conditions. 

The performance is evaluated by comparing it with that of 

other recent techniques. 

Index Terms—Overcurrent protection, differential re-

lay, multiagent system, cyberattack. 
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Ⅰ.   INTRODUCTION 

apid fault clearance is a basic requirement for de-

veloping protection measures. To ensure that net-

work components are not damaged in case of a fault in 

the power system, the faulty area must be located and 

isolated from the entire system as quickly as possible [1], 

[2]. The integration of distributed generation resources 

(DGRs) into radial distribution systems can lead to 

problems related to protection relay coordination and 

fault location accuracy. This is because DGRs transform 

the distribution networks from a conventional radial 

configuration to multi-ended configurations, thereby 

changing the direction and magnitude of the fault cur-

rent [3], [4]. Some conventional fault detection tech-

niques disconnect the DGRs during faults to eliminate 

their effects on the fault current [5]. Conventional pro-

tection systems based on overcurrent relays (OCRs) 

have also become inadequate for distribution networks 

with DGRs because of discrimination and miscoordi-

nation problems [6]. Additionally, traditional direc-

tional OCRs (DOCRs) are costly option for distribution 

networks because they require accompanying voltage 

transformers [6]. Therefore, many studies, such as ref-

erences [7] and [8], have suggested the current-only 

DOCR (CODR) for distribution networks. CODR de-

tects the direction of faults using a fault direction indi-

cator (FDI). However, FDI precision relies on the de-

tection of the fault current angle, which is greatly af-

fected by fault resistance. In fact, references [7], [8] 

have tested CODR under fairly low fault resistances up 

to 5 Ω only. Therefore, CODR may not perform well 

under high-resistance faults (HRFs) thus limiting its 

techno-economic feasibility.  

On the other hand, the line current differential relay 

(LCDR) is employed in transmission systems to protect 

critical transmission lines. It is also being gradually 

used in distribution systems to handle the issues caused 

by the integration of DGRs [9]. LCDRs can sense small 

differences between two or more similar quantities, and 

thus, they are more sensitive, faster, and more reliable 

than DOCRs for detecting all types of low/high re-

sistance faults inside their protection zones [9], [10]. 

R 
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But LCDRs require advanced communication and rig-

orous continuous synchronization to exchange infor-

mation at both ends of the protected line [9]. Thus, 

LCDRs are an expensive solution to protect distribution 

lines. Moreover, LCDRs are more vulnerable to 

cyberattacks than DOCRs and distance relays. There-

fore, these considerations restrain the use of LCDRs in 

distribution networks [9]. 

Various centralized artificial intelligence (AI)-based 

techniques, such as radial basis function network [11], 

genetic algorithm and grey wolf optimization [12], wild 

horse optimization algorithm [6], linear programming 

and firefly algorithm [13], particle swarm optimization 

[3], gravitational search algorithm, and sequential 

quadrating programming [10], have been proposed to 

solve miscoordination problems between protective 

devices in distribution networks. However, the applica-

tion of centralized AI-based techniques requires a con-

trol center (CC) to collect measurements of voltages and 

currents from all parts of the network using scattered 

phasor measurement units (PMUs) [2], [8]. Then, 

measurements are processed by a dedicated protection 

algorithm to make control decisions. Therefore, a 

breakdown in the CC (i.e., single-point failure problem) 

can completely halt the protection system. Additionally, 

as CC uses optimization techniques, it incurs significant 

computational costs to determine optimal settings of 

relays [14]. However, the coordination of some relays 

may be lost, especially in large-scale electrical systems, 

because of inaccurate optimization or unseen opera-

tional conditions [2], [8]. 

To overcome these shortcomings, distributed 

AI-based techniques, such as multiagent system (MAS), 

have been used to detect and locate faults in distribution 

networks [8]. MAS is used in various electrical applica-

tions [15], such as microgrid energy management [16], 

fault location, and service restoration [17], [18]. An 

agent-based relay (ABR) is a protective relay enhanced 

by agent characteristics. Thus, it can interact, com-

municate, negotiate, and exchange data and messages 

autonomously through a common communication net-

work with other ABRs to make more rational decisions. 

It employs a well-designed set of rules that govern the 

agent behavior. Thus, the ABR can combine the oper-

ating principles of two or more conventional relays. The 

proposed ABR in this paper integrates overcurrent and 

differential relays to detect and locate faults quickly and 

accurately. The ABR also can detect failures in its 

communication channels and its corresponding circuit 

breaker (CB), and can then adapt its behavior via a 

built-in backup protection strategy. Therefore, the ABR 

can be equipped with multiple backup protection plans 

and a cyberattack detection tool to increase the reliability 

of the protection system. In summary, the ABR is an 

open-source smarter relay with higher adaptability. 

Many recent studies have confirmed that ABRs outper-

form traditional relays, including digital ones, in terms 

of accuracy and response time against faults [2], [8]. 

ABRs have been proposed for fault localization and 

service restoration in radial distribution networks with 

DGRs in [2], [18], [19]. In [20], an MAS-based protec-

tion scheme was introduced to adjust the coordination 

between OCRs in looped microgrids. In [8], an 

MAS-based protection method was presented to adjust 

the coordination between CODRs in looped distribution 

networks. However, the protection schemes reported in 

[8], [18], [20] exhibit low sensitivity to HRFs with a 

typical low fault current. In [2] and [19], each line was 

protected by a single ABR located at the midpoint. Any 

ABR can detect faults on its line by comparing the 

current phasors measured using two PMUs located at 

both ends of its line. Thus, these protection schemes 

have high sensitivity for detecting low-resistance faults 

and HRFs. Nonetheless, they require advanced com-

munications and strict continuous synchronization, as in 

differential protection, to continuously compare the data 

transmitted from both PMUs. Therefore, the protection 

schemes in [2], [19] are more costly and more vulnera-

ble to cyberattacks than those in [8], [18], [20]. 

Cyberattacks can be blocked in [8], [18], [20] by 

equipping the ABR at each line end with a local da-

ta-based method to detect cyberattacks, where hackers 

cannot manipulate local measurements [21]. In sum-

mary, the shortcomings of previous MAS-based pro-

tection research can be abridged as follows. 

1) Except for [2], [8], [19], the previous methods do 

not accurately determine the fault current direction. The 

methods reported in [2], [19] require advanced com-

munication and strict continuous synchronization to 

continuously compare data transmitted from PMUs 

located at both ends of the protected line. 

2) Most studies do not consider the fault location on 

the busbar. 

3) These studies lack an approach to identify the type 

of fault. 

4) Most studies have addressed only symmetrical 

faults in distribution networks. 

5) If they can deal with HRFs, they are not secured 

against cyberattacks. 

6) Most studies do not provide backup protection 

strategies to manage failures. 

Malicious individuals can hack and eavesdrop on 

data of an ABR located on one side of a given protected 

zone (i.e., line/bus). Hence, they can send messages 

containing false data over communications to an ABR 

on the other side of a protected zone, resulting in false 

tripping problems [21], [22]. The SCADA system da-

tabases of Ukrainian electricity companies were hacked 

in 2015, and attacks knocked out power to approxi-

mately 225 000 users for up to six hours [23]. Therefore, 

securing ABRs from cyberattacks is crucial. 
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Recently, several machine learning-based studies 

have been conducted to enhance the cybersecurity of 

protective relays [21][23]. Anomaly detection algo-

rithms focus on learning normal operating conditions of 

power systems rather than recognizing different 

cyberattack instances [21], [22]. References [24] and [25] 

proposed anomaly detection algorithms to detect false 

data injection attacks on measurements collected via 

distributed sensors to perform state estimation in smart 

grids. In [26], an offline analytical method was presented 

to identify vulnerabilities implemented through 

cyberattacks against LCDRs. Reference [22] introduced 

a 1D-convolutional autoencoder-based approach to 

identify such cyberattacks, but there may be a weakness 

in this approach because hackers can manipulate remote 

measurements sent from one end of the transmission line 

to the other by hacking into the communication network. 

The weakness of [22] can be addressed by the anomaly 

detection scheme presented in [21], which only uses 

local measurements of each LCDR to detect cyberat-

tacks using the isolation forest algorithm (IFA). The 

one-class support vector machine (OCSVM) was found 

to be superior to IFA [27], [28], as the OCSVM model 

can be trained on uncontaminated or normal data without 

including anomalous data. However, most studies ad-

dressing the problem of cyberattacks only considered 

traditional protection relays such as LCDRs, OCRs, and 

distance relays, while the cybersecurity of MAS-based 

protection schemes has not been reported. 

In this paper, a CODR-based relaying scheme is 

proposed to detect, isolate, classify, and locate low/high 

resistance faults in looped/radial distribution networks. 

Each line is equipped with two ABRs installed at both 

ends, while each bus is protected by neighboring ABRs. 

Additionally, the ABR includes an OCSVM-based 

model to perform two main functions: the first function 

is to secure the ABR from false tripping cyberattacks; 

the second function is to increase the sensitivity of the 

ABR in HRF detection. The OCSVM model is basically 

trained on a dataset that includes normal operating 

fluctuations in the power system. The OCSVM can 

distinguish the normal state from any other conditions. 

Accordingly, the proposed relaying scheme offers the 

following advantages. 

1) It is robust and scalable because it comprises in-

dependently distributed ABRs without a central pro-

cessor. Therefore, there is no risk of complete system 

failure due to central processing failure. 

2) It is economical because ABRs do not require 

costly voltage measuring equipment. Each ABR also 

does not require massive communications and contin-

uous synchronization, as in LCDRs. 
3) It is also applicable to radial and looped networks. 

4) It can detect, classify, and locate all types of faults 

on buses, lines, and other branches.  

5) It works well for a very wide fault resistance range.  

6) It blocks cyberattacks and employs a backup 

strategy.  

The main contributions of this paper are as follows. 

1) A new distributed MAS-based relaying scheme is 

proposed. The proposed protection scheme relies only 

on current measurements, has high sensitivity for HRF 

detection, and requires a much lower communication 

rate than classic LCDRs and recent MAS-based pro-

tection schemes, such as [2]. This makes the proposed 

relaying scheme more economical and applicable to 

large-scale distribution networks. 

2) Developing a decentralized anomaly detection tool 

(ADT) to activate and enable ABRs to detect subtle 

HRFs and false data injection attacks (FDIAs) to secure 

ABRs from false tripping cyberattacks. The proposed 

ADT scheme relies solely on local current measure-

ments, which makes it more secure because intruders 

cannot easily manipulate local measurements. 

3) Developing a backup protection strategy to 

overcome possible software and hardware failures 

against ABRs.  

To verify these contributions, the performance of the 

proposed ABR scheme is evaluated under different 

faults with different types, locations, and resistances, 

and FDIA scenarios, while the performance of the 

proposed ABR scheme is compared with that of recent 

literature. 

The remainder of this paper is organized as follows. 

The proposed protection method is presented in Section 

Ⅱ. Cyberattacks and anomaly detection are described in 

Section Ⅲ. The simulation setup, results, analysis, and 

performance comparison with recent literature are pre-

sented in Section Ⅳ, and finally, Section Ⅴ concludes 

the paper. 

Ⅱ.   PROPOSED PROTECTION METHOD 

Figure 1 shows the communication topology of the 

proposed ABR system for a sample distribution network. 

Each line is protected by two peer ABRs located at both 

ends of the line. Each bus is protected by neighboring 

ABRs located at the ends of the lines, DGR terminals, 

and transformer terminals that connect to the bus, as 

shown in Fig. 1. For example, B2 is protected by ABR2, 

ABR3, and ABR6. Each ABR is equipped with a current 

transformer (CT) to measure three-phase currents abc( ).I  

 

Fig. 1.  Topology of the proposed ABR system for a sample 

distribution network. 
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The proposed ABR comprises a fault diagnosis al-
gorithm (FDA) and an ADT. The FDA’s role is to detect, 
classify, and locate faults. The ADT’s role is to protect 
the ABR from false tripping attacks and also enable the 
ABR to detect HRFs, as explained later in Section Ⅳ. 
Figure 2 demonstrates the structure of the proposed 
ABR. Both the FDA and ADT process local three-phase 
currents sensed by the CT of ABR. The input features of 
the ADT are extracted from local measurements. In 
contrast to cyberattacks, significant changes in feature 
values are noticed during a fault. Therefore, if the output 

signal of the ADT ADS  equals 1, then it indicates a fault 

based on the features derived from the secure local 

measurements at the ABR site. If AD 0S  , then it in-

dicates either an attack or a normal state. To determine 
whether an ABR is under cyberattack or fault, the 

following rules can be used (
FDAS  is the output signal 

from the FDA): 

1) If FDA 0S   and AD 0S  , then there is a normal 

state (i.e., no fault and no cyberattack). 

2) If FDA 1S   and AD 0S  , then this ABR is under 

cyberattack, and there is no fault.  

3) If FDA 0S   and AD 1S  , then there is an external 

fault near the ABR location, and there is no cyberattack 

against this ABR.  

4) If FDA 1S   and AD 1S  , then there is an internal 

fault, and no cyberattack against this ABR. In this case, 

the ABR issues a trip command to its CB (i.e., trip 1S  ). 

Therefore, no ABR will trip its CB unless FDAS  and 

ADS  confirm a real internal fault in its protection zone. 

 

Fig. 2.  Structure of the proposed ABR. 

A. Algorithm of the Proposed ABR 

The ABR must identify the fault status, location (i.e., 

line/bus), and type. Next subsections present the ABR 

algorithms. 

1) Fault Detection 

The ABR detects a fault as soon as the fault current 

exceeds the preset pickup current of the ABR. This 

method is suitable for covering most low- and medi-

um-resistance faults for which the fault currents exceed 

the preset pickup current of the ABR. The next rela-

tionship represents the fault detection status indicator 

(FDSI) of the three-phase currents for a given ABR: 
L

,rms Pickup

FDS
  a,b,c

1,

0, else

h

h

I I
i



 


≥
                   (1) 

where FDSi  is the FDSI; h is the phase index; ,rms

L

hI  is the 

local RMS current of phase h; and PickupI  is the preset 

pickup current for a given ABR, which is taken as 1.5 

times of the line’s rated load current [8]. 
If one of the FDSI elements equals one, the ABR will 

see a fault and initiate communications to locate the 
fault. Practically, this method cannot detect HRFs 
whose fault currents are less than the pickup current of 
the ABR. Therefore, a second method is proposed in 
Section III to overcome this problem, which is based on 
the machine learning model of ADT built into the pro-
posed ABR. 

2) Fault Location and Type 
Each ABR constantly monitors its local three-phase 

currents to detect faults using the FDSI in (1). Concur-
rently, the built-in ADT system continuously checks a 
set of features determined by the local three-phase 
currents to detect anomalies (i.e., possible faults) and 
avoid cyberattacks. If a particular ABR detects a fault 
either by the FDSI in (1) or by its ADT, it will begin 
locating that fault, as explained in the following steps. 
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1) Due to the long distance between any two peer 

ABRs located at both ends of a protected line, commu-

nication between them takes time. Therefore, any two 

peer ABRs must first synchronize with each other be-

fore exchanging their local data. 

2) Once a given ABR detects a fault, it sends a 

time-stamped request message (RM) with a sequence 

number to its peer ABR to initiate synchronization and 

then exchanges local measurements. Simultaneously, it 

also starts a timer.  

3) Once an ABR receives a synchronization RM from 

its peer ABR, the timer of the initiator peer ABR 

reaches a specific time delay (as will be explained later). 

At this time, both peer ABRs can start exchanging the 

phasor values of their local three-phase currents by 

sending time-stamped inform messages (IMs) with the 

same sequence number.  

4) The peer ABRs now have each other’s 

time-stamped current phasor measurements. If one of 

the two peer ABRs finds a difference beyond a thresh-

old value (i.e., 3 ms) between the time stamps of its 

captured local current and the received remote current, 

it can determine the offset and shift its current meas-

urements in time to align them properly with the remote 

current measurements [29]. 

5) After ensuring that the data are synchronized, 

concerned ABRs have each other’s synchronized data. 

Therefore, each ABR can check whether the fault is on 

its own line or not using: 
L P

threshold

LF
  a,b,c

1,

0, else

h h

h

I I I
l


 
 


＞
              (2) 

 
L,max

threshold 2
3

V
I fC

 
   

 
                    (3) 

where LFl  is the line fault locator (LFL); f, C, and 
L,maxV  

are the nominal system frequency, the total charging 
capacitance of the line, and the maximum nominal value 
of the line voltage, respectively. 

6) According to (2), each concerned ABR computes 

the sum of the current phasors at both ends of its line. If 

the sum of currents at both ends for any phase h exceeds 

the threshold value, the ABR assumes a fault on its line 

and marks phase h as faulty. 

7) For bus protection, ABRs are very close to each 

other and can exchange data directly using hard wires. 

Thus, the synchronization problem is not a concern for 

bus protection. Hence, all ABRs adjacent to any poten-

tially faulty bus immediately exchange local 

three-phase current phasors to verify whether the fault is 

located on their bus. Each concerned ABR determines 

the next indicator as: 

A

L A,

threshold

1BF
  a,b,c

1,

0, else

N

j

h h

j
h

I I I
l 





 



 ＞
           (4) 

threshold Load,max  I I                          (5) 

where BFl  is the busbar fault locator (BFL); L  hI  is the 

phasor value of the hth phase current for the local ABR; 
A,  j

hI  is the phasor value of the hth phase current for the 

jth adjacent ABR; NA is the number of ABRs adjacent to 

the concerned ABR; 
Load,maxI  is the maximum magni-

tude of the load current at the bus; and  is a small 

tolerance value. 

8) If a concerned ABR finds that one or more ele-

ments of the BFL vector in (4) equal one, then it ap-

proves the fault on its own bus and can find out which 

phases are faulty. 

9) If the ADT of the concerned ABR also finds 

anomalous behavior (i.e., fault), the concerned ABR 

will send confirm messages (CMs) to its peer ABR or 

neighboring ABRs to issue trip signals.  

10) The ABR that approves a fault estimates the local 

zero-sequence current value Z( )I  given by (6). If IZ is 

greater than a threshold (ξ), then the fault is connected 

to the ground. 

 L L L

Z a b c

1
  ( )
3

I I I I                            (6) 

B. Backup Protection Strategy  

Agent failure (AF) or CB failure (CBF) affects the 

scheme performance. AF can be caused by malfunction 

in hardware, communication link, or built-in algorithms. 

However, the proposed relaying scheme can function 

properly even under AF or CBF with a backup protec-

tion strategy, as described in the next two subsections. 

According to previous investigations and estimations 

mentioned in [30], the backup protection time delay 

must be set to more than 86 ms. Therefore, in this study, 

a waiting time of 120 ms is selected for the backup 

protection strategy, which allows sufficient time for 

coordination with primary protection strategy. 

1) AF Backup Protection Strategy 

For a line fault, if one of the two peer ABRs fails to 

respond, the healthy peer ABR starts an individual timer 

and retries to communicate with it every 40 ms up to 

three times. If the waiting time interval (i.e., 120 ms) [30] 

or number of attempts is passed without an answer, the 

ABR assumes that its peer ABR has failed. If the fault 

is still present, the healthy ABR assumes that the fault 

exists on its line. Thus, it sends a trip command to its 

CB and trip commands to the neighboring ABRs of its 

affected peer ABR to trip their CBs. Similarly, for a 

possible fault on a bus, if one of the ABRs does not 

respond to its neighboring ones, they send it three se-

quential RMs separated by a 40 ms interval. If no re-

sponse is received, the healthy neighboring ABRs as-

sume a fault on the bus and send direct trip commands 

to all CBs located around the faulty bus using the hard 

wires. 
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2) CBF Backup Protection Strategy 

When two peer ABRs of a given line successfully 

locate a fault on that line, each ABR sends a trip 

command to its corresponding CB and then starts an 

individual timer simultaneously. If one of the two peer 

ABRs still detects the fault due to a possible failure of 

its CB, it will re-send a trip command to its CB every 

40 ms up to three times. If the waiting time interval (i.e., 

120 ms) [30] passes, the affected ABR assumes that its 

CB has failed. Therefore, it sends trip commands to the 

neighboring ABRs at the near-line end to trip their 

corresponding CBs.  

Conversely, if ABRs adjacent to a given bus locate a 

fault on that bus, each ABR sends a trip command to its 

corresponding CB and then starts an individual timer 

simultaneously. If one of these adjacent ABRs suspects 

its CBF, it will re-send a trip command to this CB every 

40 ms, up to three times. If the waiting time interval (i.e., 

120 ms) [30] passes, the affected ABR assumes that its 

CB has failed. Therefore, it sends a trip command to its 

peer ABR at the other end of the line to open its corre-

sponding CB. 

Ⅲ.   CYBERATTACKS AND ANOMALY DETECTION 

Cyberattacks on relays can occur randomly multiple 

times each year [21]. Consequently, it is essential to 

equip ABRs with ADT to mitigate cyberattack exposure. 

Practically, ADT is trained to learn normal behaviors of 

power system operation. Therefore, it can reveal an 

emulated fault introduced by hackers [21]. Secured 

local measurements of currents under various normal 

operating conditions are used to create the ADT training 

dataset. Because anomalous fluctuations in local 

measurements often originate from real faults, ADT can 

differentiate between faults and cyberattacks. 

A. Input Feature Selection  

The purpose of the input feature selection process in 

ADT is to maximize the correlation of features with 

fault perturbations. In contrast to cyberattacks, signifi-

cant changes in the feature values of local data can be 

noticed during a fault. On the basis of secured local 

current measurements, five proposed input features are 

determined for each phase. The first two features are the 

changes in magnitude and phase angle of the currents at 

the present and previous time steps. The remaining three 

features are the changes in unbalance, total harmonic 

distortion (THD), and kurtosis factors of the present and 

previous step currents. These five features change 

dramatically during the fault, in contrast to normal op-

eration [21], [31]. Additionally, kurtosis is an effective 

diagnostic tool for HRF detection [32]. The selected 

features are estimated every half power cycle. 

For the current of phase a, the unbalance ratio, THD, 

and kurtosis factor are computed as in (7), (9), and (10), 

respectively [32], [33]. 

 

L L

a,rms meanL

a

mean

( ) ( )
( )

( )L

I t I t
t

I t


                     (7) 

 L L

mean ,rms

a,b,c

1
( ) ( )

3
h

h

I t I t


                        (8) 

 

2
L

a,rmsL

L

a,1,rms

( )
( ) 1

( )
a

I t
t

I t

 
   

 

                    (9) 

 
 

a

a

4
L

a IL
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I

( )
( )a

E I t
t
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


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where L

a,rms ( )I t  is the root mean square (RMS) value of 

the local current of phase a at time t; and L

a,1,rms ( )I t  is the 

RMS value of the fundamental component of the local 
current of phase a at time t; 

aI
  and 

aI
  are the mean 

value and standard deviation of L

a ( )I t , respectively; 

while ( )E   denotes the expected inner value.  

B. Dimensionality Reduction of Features 

Principal component analysis (PCA) transforms 

feature data from an original high-dimensional space to 

a new lower-dimensional space. Almost all information 

in the input features is covered by the new dimensions, 

and no duplicate data are used [21]. 

Equation (11) transforms the n m  input feature 

matrix F into an n p  feature matrix X, where p ≤ m. 

         
n p n m n m m p   

  X F M             (11) 

     , , Pca
n m

M F                      (12) 

where n, m, and p are the numbers of measurements of 
the input features, dimensions of the input features, and 

new dimensions, respectively;   and M are the principal 
component coefficients’ matrix of the input features and 
the estimated mean matrix of each feature in the input 

data, respectively,   and M are obtained using (12); 

while ‘Pca’ is a function for calculating  , ν, and M 

from the input feature data using the singular value de-
composition algorithm [34]; and ν is a 1m  vector that 

includes the percentage of the total variance in each new 
dimension, where the cumulative sum of ν equals 100%. 

In fact, only the first few elements of ν are important 
in most correlated systems, such as power systems. 
Typically, the smallest value of p satisfying the fol-
lowing criteria is selected: 

 
1

find
m

i

i

p  


 
  

 
 ≥                       (13) 

where   is taken as 95% in this paper to adequately 

represent the original features [26], [34]. 

C. OCSVM-based Anomaly Detection 

It is assumed in OCSVM that there are only available 
data of one-class (the target class). The OCSVM at-
tempts to identify the hyperplane or boundary that sep-
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arates the target class data points from the remaining 
space. According to Fig. 3, the OCSVM classifier con-
siders the origin point as a second-class sample. Then, it 
attempts to identify a hyperplane between the origin and 
instances of the target class while maximizing the mar-
gin (ρ/ω) between them [35]. The OCSVM maps the 

PCA-transformed training dataset  1 2, , , pX x x x  

to a high-dimensional feature space using the feature 
map 𝜑(X) [35]. The purpose of mapping is to make the 
training dataset linearly separable in the new feature 
space. To separate the target class data samples from the 
origin, we must solve the next optimization equation: 

 2

, ,
1

1
min

2

p

i

i
  

   


                       (14) 

For any feature map ( )ix , there is: 

 ( ) , 0i

i ix


 
 

 
 

 
≥ ≥                  (15) 

where ρ, ω, and ξ are a bias term, a weight term, and 

nonzero positive slack variables, respectively, the slack 

variables represent training data samples that fall on the 

origin side of the hyperplane; and 𝜆 is a parameter that 

controls the actual trade-off between the target class and 

origin. 

 
Fig. 3.  Schematic diagram of OCSVM. 

To obtain the optimal parameters of the hyperplane 

equation (i.e., ρ and ω), the OCSVM equation in (14) is 

solved using the Lagrangian multipliers 0i ≥  and 

0i ≥  [35]: 

2

1

1 1

1
( , , )

2

 ( ( ) )

      

     



 

  

 



 

p

i
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p p

i i i i i
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L

x

      (16) 

Partially differentiating L with respect to ω, ξ and ρ 

yields: 

1

1

  ( )

1

0 1

≥

≤ ≤

  

















 


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i i

i
p

i

i

i

x

                         (17)

 

By substituting ω from (17) into the hyperplane 

equation ( ( ) , ( ) 0)f x x     , the optimal value 

of ρ can be obtained by selecting random sample jx  

that exists on the hyperplane. 

 
1

( ) ( ) 0
p

j j

i

f x x 


                   (18) 

 opt

1 1

( ) ( ) ,( )
p p

i i j i i j

i i

x x K x x    
 

         (19) 

where K is a Gaussian kernel function, and given as: 

 
2

( , ) ( ) ( ) e i jx x

i j i jK x x x x


 
 

            (20) 

where β defines the bandwidth of the Gaussian kernel. 

Finally, we obtain the hyperplane equation for any 

sample point x as: 

 
opt

1

( ) ( , )
p

i i

i

f x K x x 


                   (21) 

If the sign of ( )f x  is equal to +1, then the sample 

point x is labeled as a normal point (i.e., normal opera-

tion or attack, AD 0S ); if the sign of ( )f x  is equal to 

−1, then the sample point x is labeled as an abnormal 

point (i.e., fault, AD 1S  ), i.e.: 

 
 

 AD

0, 0

1, 0

f x
S

f x


 


≥

＜
                    (22) 

Ⅳ.   SIMULATION SETUP AND RESULTS 

A. Test System Description 

Figure 4 shows the modified IEEE 9-bus system used 

to test the scheme efficacy [10]. 

 

Fig. 4.  Modified IEEE 9-bus system with focus on line 89 and 

bus 9. 
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A 20-MW wind turbine (WT) is installed on bus 5, 

and the WT generator operates at a unity power factor. 

ABRs are placed at both ends of all lines and at the DGR 

terminals. The proposed ABR only needs a pickup 

current setting. Datasets are first collected from the 

modified IEEE 9-bus system and used to train and build 

the ADT model based on the OCSVM. The scheme is 

then subjected to various tests. 

B. ADT Design 

Initially, R5 is employed to create an anomaly detec-

tion model based on the OCSVM. ADT is trained using 

the normal operation dataset collected from line 89 

measurements. Subsequently, a further healthy dataset 

containing normal variations in the three-phase currents 

is used to validate the performance of the trained 

OCSVM model of R5. Finally, the validated OCSVM 

model of R5 can be applied to all relays in the system 

and examined online under various test cases.  

To obtain the training data for R5, we record normal 

fluctuations in the three-phase current measurements of 

line 89 caused by varying loading conditions and de-

termine the corresponding five features discussed in 

Section Ⅲ.A for different time samples. Dimensionality 

and correlation of the collected feature data are reduced 

using PCA transform, as described in Section Ⅲ.B. 

Next, the transformed feature data are grouped into two 

equally sized sets using a cross-validation tool [36]. The 

first set of transformed feature data is used for training 

the OCSVM model, and the second set is used to vali-

date the trained OCSVM model. Because the test da-

taset consists of normal fluctuations irrelevant to faults, 

all samples are 100% classified as no fault.  

C. Performance Analysis 

An interactive simulation model is developed in 

Matlab/Simulink to validate the proposed protective 

mechanism. Matlab m-file is used to model and simu-

late the proposed ADT. The ABRs are implemented 

using the Java agent development framework (JADE) 

[16], [37]. A Java-based real-time link is created be-

tween Matlab and JADE to facilitate data exchange. The 

two interface functions SetVar and GetVar are coded in 

Java. Their role is to transmit data from Matlab to the 

ABRs in JADE and transmit the decisions made by the 

ABRs to Matlab. A graphical representation of the 

connection between the JADE and Matlab environ-

ments is shown in Fig. 5. 

 

Fig. 5.  Graphical layout of simulation structure. 

The proposed scheme is tested on 120 different cases 

with various fault types, locations, and resistances and 

cyberattack situations. The faults are simulated at dif-

ferent locations, such as 5%, 30%, 50%, 70%, and 95% 

of the line length. Fault resistance values of 0.01 Ω, 10 Ω, 

50 Ω, 100 Ω, 150 Ω, 200 Ω, 300 Ω, 500 Ω, 700 Ω, 

1000 Ω, 1200 Ω, 1500 Ω, and 2000 Ω are examined. 

Both the IEEE 9- and 39-bus test systems are studied. 

The proposed scheme successfully locates and classi-

fies faults, and effectively differentiates between faults 

and cyberattacks in all cases. For example, a few cases 

are presented as follows. 

1) IEEE 9-bus System 

Case 1: LL-G fault on line 69 with f 200R    

At time 0.1s,t   a double line to ground fault 

through a fault resistance of 200 Ω occurs on line 69. 

The performance of the proposed scheme is demon-

strated in Figs. 6 and 7. During the fault (for 0.1 st＞ ), 

ABR4 to ABR8 and ABR10 to ABR11 detected that a 

fault had occurred because its sensed current was greater 

than its preset pickup current. However, ABR9 did not 

detect faults, as shown in Figs. 6(b) and 7(a); the fault 

current of ABR9 is below its preset pickup current. Ad-

ditionally, the ADT signals of ABR8 and ABR9 indicate 

anomalies, as depicted in Figs. 7(e) and (f). By data ex-

change, ABR4 to ABR7 found that the fault location was 

outside their protection zones. Conversely, ABR8 and 

ABR9 agree that the fault is located on their own line (line 

69) because their LFL indicators are [1, 1, 0], as shown 

in Figs. 7(c) and (d). Subsequently, at 0.1153 s,t   

ABR8 and ABR9 send trip commands to their CBs to 

isolate line 69, as shown in Figs. 7(g) and (h). 

If the scheme in [2] were applied under the same 

conditions as in this case, the performance of the ABR 

in [2] would be similar to that of the proposed method. 
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Fig. 6.  Three-phase currents for pre-fault, during fault, and 

postfault for ABR9 and ABR8. (a) Current waveforms for ABR9. 

(b) Current magnitudes for ABR9. (c) Current waveforms for 

ABR8. (d) Current magnitudes for ABR8. 

 

Fig. 7.  Local indicators of ABR9 and ABR8 for detecting and 

locating faults. (a) FDSI of ABR9. (b) FDSI of ABR8. (c) LFL of 

ABR9. (d) LFL of ABR8. (e) ADT signal 
AD( )S  of ABR9. (f) 

ADS  of ABR8. (g) Trip signal trip( )S  of ABR9. (h) tripS  of ABR8. 

(i) state of 
IZIZ ( )S  of ABR9. (j) IZS  of ABR8. 

However, the scheme proposed in [2] is more costly, 

requires voltage sensors, can be more misled by 

cyberattacks, and has no ADT compared with the pro-

posed one. However, the framework in [8] failed to 

correctly locate and isolate the fault on line 69. This is 

because the method in [8] identifies the fault current 

direction (i.e., forward or reverse) based on the FDI, 

which requires the difference between a reference 

phasor angle and the fault current angle F( ).I  There-

fore, the method in [8] relies on the fault current angle, 

which is greatly affected by the fault resistance value 

above 100 Ω. Moreover, when the method in [8] is 

applied under the same conditions as in this case, its 

performance is demonstrated in Fig. 8. During the fault, 

ABRs from ABR4 to ABR8 and ABR10 to ABR11 detect 

faults. Therefore, they begin identifying their FDIs and 

then begin their communications to locate the fault.  

 

 

 

 

 

Fig. 8.  Local indicators of ABR4, ABR5, ABR8, ABR9, and 

ABR10 using the method of [8]. (a) FDI of ABR4. (b) tripS  of 

ABR4. (c) FDI of ABR5. (d) tripS  of ABR5. (e) FDI of ABR10. (f) 

tripS  of ABR10. (g) FDI of ABR9. (h) tripS  of ABR9. (i) FDI of 

ABR8. (j) tripS  of ABR8.  

According to Fig. 8, ABR5 and ABR9 fail to correctly 
identify their FDIs because they see the fault direction 
as reverse. Consequently, ABR9 and ABR10 trip their 
CBs to isolate the incorrectly identified fault on bus 9 at 

about 0.1218 s.t   ABR4 and ABR5 also trip their CBs 

to isolate the incorrectly identified fault on their bus 8 at 

0.1276 s.t   After the current of ABR9 reaches zero 
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(i.e., ABR9FDI  is 0 ), ABR8 successfully locates the fault 

on its line 69 and then sends a trip command to its CB 

to isolate the fault on its line 69, at 0.150 55 s.t   

Table Ⅰ summarizes the tripped CBs using the proposed 
scheme and those in [2] and [8].  

TABLE Ⅰ  

COMPARISON OF TRIPPED CBS IN CASE 1 

Item Proposed method [2] [8] 

Tripped CBs 8, 9 8, 9 4, 5, 8, 9, 10 

Case 2: Cyberattacks against ABR4 and ABR5 

Assume that at 0.1s,t   hackers perform false trip-

ping attacks on ABR4, by sending messages containing 
false data pretending to be from its peer ABR3. Like-
wise, false tripping attacks on ABR5 are also performed 
by sending messages containing false data pretending to 
be from its peer ABR6. Assuming that the real 

three-phase currents seen by ABR3 are [264.75 4.2 ; 

264.75 115.8;  264.75 124.2], , the hackers send 

manipulated data to ABR4 as [264.75 175.8;  

264.75 64.2;  264.75 55.8]  thus reversing the di-

rection of the ABR3 current. Thus, ABR4 will trip be-
cause current reversal is a situation that occurs when 

there is an internal fault on line 78 using (2). We assume 
that the hackers use another scenario to deceive ABR5 by 
tripling the sent current magnitude of ABR6. Therefore, 
ABR5 would trip because overcurrent is a situation that 

occurs when there is an internal fault on line 98 using 
(2). However, the built-in ADT of ABR4 and ABR5 
prevents false tripping, as shown in Figs. 9 (a) and (b).  

 

 

 
Fig. 9.  Local indicators of ABR4 and ABR5. (a) 

ADS  of ABR4. (b) 

ADS  of ABR5. (c) LFL of ABR4. (d) LFL of ABR5. (e) tripS of 

ABR4 using proposed ABR and ABR in [2]. (f) tripS of ABR5 

using the proposed ABR and ABR in [2]. 

The ADTs of ABR4 and ABR5 do not detect anoma-

lies in their local measurements for 0.1s.t≥  Although 

the LFL indicators of ABR4 and ABR5 identify an in-

ternal three-phase fault, as shown in Figs. 9(c) and (d), 

the ADTs protect ABR4 and ABR5 from falling into the 

trap of false tripping attacks, as shown in Figs. 9(e) and 

(f). If the ABRs in [2], [8] were applied under the same 

conditions as in this case, both ABRs in [2] and [8] 

would fail to avoid false tripping attacks. This is be-

cause the protection methods in [2] and [8] do not con-

sider false tripping cyberattacks against ABRs. 

2) IEEE 39-bus System 

The IEEE 39-bus test system is shown in Fig. 10. The 

trained ADT model used in the test cases of the modi-

fied IEEE 9-bus system is also used in the IEEE 39-bus 

test system.  

Case 1: ABC fault on line 1718 with f 800R    

Assume an ABC symmetrical fault with a high re-

sistance of 800 Ω happens at 0.1s.t =  The fault loca-

tion is 30% of the length of line 1718 from bus 18, and 

assume that there are no cyberattacks. 

During the fault (for 0.1st≥ ), none of the ABRs in 

the system detect this fault initially because the fault 

current level is lower than the pickup current. 

Figure 11 and Figs. 12(a) and (b) show the fault de-

tection status (i.e., FDSI) of ABR34 and ABR35 on the 

faulty line. Both ABR34 and ABR35 do not detect the 

fault, but the output signals of ADTs integrated with 

ABR25, ABR34, ABR35, ABR39, and ABR40 classify the 

state as anomaly (i.e., fault conditions). So, these ABRs 

are triggered to check whether there is a fault or not. 

Consequently, ABR35 sends a synchronization RM to 

ABR34 to start the synchronization and then local 

measurements are exchanged with each other to check 

the status of line 1718. Also, ABR35 exchanges its 

local measurements with its neighboring ABR39 and 

ABR40 directly using the hard wires to check the status 

of bus 17. Once ABR34 receives a synchronization RM, 

both ABR34 and ABR35 send to each other time-stamped 

IMs containing their local three-phase current phasors. 

Likewise, ABR38 and ABR39 communicate with each 

other to check line 1727, ABR40 and ABR41 com-

municate with each other to examine line 1617, and 

ABR24 and ABR25 communicate with each other to 

check line 318. Also, ABR25 and ABR34 exchange 

their local measurements with each other to examine 

bus 18. Once the involved ABRs have finished ex-

changing their local data with their peer ABRs and 

neighboring ABRs, they determine the LFL and BFL 

indicators using (2) and (4). 
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Fig. 10.  One-line diagram of IEEE 39-bus system with ABRs [10]. 

 

 
Fig. 11.  Three-phase currents for pre-fault, during fault, and 
postfault for ABR34 and ABR35. (a) Current waveforms for 
ABR34. (b) Current magnitudes for ABR34. (c) Current wave-
forms for ABR35. (d) Current magnitudes for ABR35. 
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Fig. 12.  Local indicators of ABR34 and ABR35. (a) FDSI of 

ABR34. (b) FDSI of ABR35. (c) LFL of ABR34. (d) LFL of ABR35. 

(e) 
ADS of ABR34. (f) 

ADS  of ABR35. (g) 
tripS of ABR34. (h) 

tripS of ABR35. (i) IZS of ABR34. (j) IZS of ABR35.  

ABR34 and ABR35 LFL indicators are [1, 1, 1], 
meaning that there is a fault on phases a, b and c of line 

1718, as shown in Figs. 11(c) and (d). Subsequently, 
ABR34 and ABR35 send CMs to each other to isolate the 

induced fault on line 1718. Hence, at 0.117 25 s,t =  

ABR34 and ABR35 send trip commands to their CBs, to 

isolate the faulty line 1718. ABR34 and ABR35 define 
the fault type as ABC fault, where both get ze-

ro-sequence current state IZ( 0)S   during the fault time.  

If the system in [8] were applied under the same fault 

conditions, it would even fail to detect the fault. This is 

because the fault currents sensed by ABRs are less than 

the pickup current values, and no ADTs are integrated 

as backup fault detectors. On the other hand, if the 

scheme in [2] were applied, the performance would be 

similar to the proposed one. But, the scheme in [2] is 

more costly and vulnerable to cyberattacks. 

Case 2: Backup protection strategy for L-G fault on 

bus 4 with f 220R    

Assume that at 0.1s,t =  a single phase to ground 

(L-G) fault occurs on bus 4 with a fault resistance of 
220 Ω. There are no cyberattacks and in this case ABR20 
has the next failures. 

a) CBF of ABR20 

During the fault (for 0.1st≥ ), ABR16, ABR17, 

ABR18, ABR20, and ABR21 detect this fault because the 
fault current level is higher than the pickup current. 

Figure 13 and Figs. 14(a)(c) show the fault detection 
status (i.e., FDSI) of ABR17, ABR18, and ABR20 located 
around the faulty bus 4. Also, the output signals of ADTs 
integrated with ABR16, ABR17, ABR18, ABR20, and 
ABR21 classify the state as an anomaly (i.e., fault con-

ditions), as shown in Figs. 14(g)(i). ABR17 detects this 
fault earlier, as shown in Fig. 17(a). So, ABR17 sends a 
synchronization RM to ABR16 to start the synchroniza-
tion and then the two exchange local measurements to 

check the status of line 45. Also, ABR17 exchanges its 
local measurements with its neighboring ABR18 and 
ABR20 directly using the hard wires to check the status 
of bus 4. Once ABR17 receives a synchronization RM, 
both ABR16 and ABR17 send to each other time-stamped 
IMs containing their local three-phase current phasors. 
Likewise, ABR18 and ABR19 communicate with each 

other to check line 34, whereas ABR20 and ABR21 

communicate with each other to examine line 414. 
ABR19, ABR22, and ABR24 communicate with each 

other to check bus 3, ABR9, ABR15, and ABR16 com-

municate with each other to check bus 5, and ABR21, 

ABR45, and ABR46 exchange their local measurements 

with each other to examine bus 14. Once the involved 

ABRs have finished exchanging their local data with 

their peer ABRs and neighboring ABRs, they determine 

the LFL and BFL indicators using (2) and (4). ABR17, 

ABR18, and ABR20 BFL indicators are [1, 0, 0], mean-

ing that there is a fault on phase a of bus 4, as shown in 

Figs. 14(d)(f). Subsequently, ABR17, ABR18, and 

ABR20 send CMs to each other to isolate the induced 

fault on bus 4. Hence, at 0.1146 s,t   ABR17, ABR18, 

and ABR20 send trip commands to their CBs, to isolate 

the faulty bus 4, as shown in Figs. 15(a)(c). The CBs of 

ABR17 and ABR18 have succeeded in isolating the fault 

currents but ABR20 has a CBF, and its CB fails to isolate 

the fault current. Therefore, ABR20 starts an individual 

timer and then re-send a trip signal to its CB. After three 

attempts in 120 ms, the CB of ABR20 is not responding 

and still does not work. Consequently, ABR20 assumes 

that its CB has failed to operate and sends an RM to its 

peer ABR (ABR21) to trip its corresponding CB to iso-

late the faulty bus. As shown in Fig. 15(d), ABR21 issues 

a trip signal to its corresponding CB at 0.2354 s.t =   

 

 

Fig. 13. Three-phase currents for pre-fault, during fault, and 

postfault for ABR17, ABR18, ABR20 and ABR21. (a) Current 

waveforms for ABR17. (b) Current waveforms for ABR18. (c) 

Current waveforms for ABR20. (d) Current waveforms for 

ABR21. 
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Fig. 14.  Local indicators of ABR17, ABR18, and ABR20. (a) 

FDSI of ABR17. (b) FDSI of ABR18. (c) FDSI of ABR20. (d) 

BFL of ABR17. (f) BFL of ABR18. (d) BFL of ABR20. (g) 
ADS  

of ABR17. (h) 
ADS  of ABR18. (i) 

ADS  of ABR20. (j) 
IZS  of 

ABR17. (k) 
IZS  of ABR18. (l) IZS  of ABR20. 

 

Fig. 15.  Trip signals trip( )S  for ABR17, ABR18, ABR20, and 

ABR21. (a) ABR17. (b) ABR18. (c) ABR20. (d) ABR21. 

ABR17, ABR18, and ABR20 find that the ze-

ro-sequence current exist IZ( 1)S   during the fault, as 

shown in Figs. 14(j)(l). In addition, only the phase a 

BFLs of ABR17, ABR18, and ABR20 are one, as shown 

in Figs. 14(d)(f). Accordingly, ABR17, ABR18, and 

ABR20 define the fault type as A-G fault. 

b) AF of ABR20 

This case assumes that ABR20 has an AF condition. 

Figure 16 and Figs. 17(a)(c) show the FDSI of ABR17, 

ABR18, and ABR20 located around the faulty bus 4. Also, 

the output signals of ADTs integrated with ABR16, 

ABR17, ABR18, ABR20, and ABR21 classify the state as 

an anomaly (i.e., fault conditions), as shown in Figs. 

17(g)(i). Similarly, as mentioned above, at 0.11s,t =  

ABR17 exchanges its local measurements with its 

neighboring ABR18 and ABR20 directly using the hard 

wires to check the status of bus 4.  

 

 

 

Fig. 16.  Three-phase currents for pre-fault, during-fault, and 

post-fault for ABR17, ABR18, ABR20 and ABR21. (a) Current 

waveforms for ABR17. (b) Current waveforms for ABR18. (c) 

Current waveforms for ABR20. (d) Current waveforms for 

ABR21. 
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Fig. 17.  Local indicators of ABR17, ABR18, and ABR20. (a) FDSI 

of ABR17. (b) FDSI of ABR18. (c) FDSI of ABR20. (d) BFL of 

ABR17. (e) BFL of ABR18. (f) BFL of ABR20. (g) 
ADS  of ABR17. 

(h) 
ADS  of ABR18. (i) ADS of ABR20. (j) IZS of ABR17. (k) 

IZS of 

ABR18. (l) IZS of ABR20. (m) tripS of ABR17. (n) tripS of ABR18. 

(o) tripS of ABR20. 

At 0.125 s,t =  ABR20 and ABR21 communicate with 

each other to examine line 414. However, ABR17, 
ABR18, and ABR21 do not receive response from the 

failing ABR20. Consequently, at 0.115 s,t =  ABR17 

starts individual timer and repeatedly sends RMs to the 

failing ABR20. After three attempts in 120 ms, the fail-

ing ABR20 does not respond. Therefore, at 0.2357 s,t =  

ABR17 assumes that its neighboring ABR20 has failed, 

the fault is on its bus, and so sends direct trip commands 

to all its neighboring CBs located around the faulty bus 

4 using the hard wires, as shown in Fig. 17(m). 

D. Comparison to Recent Literature  

The PCA-aided OCSVM arrangement described in 

this work detects anomalies with 100% classification 

accuracy. In comparison, the PCA-IFA classification 

model presented very recently in [21] is trained and 

tested on the same feature dataset used in this paper. It is 

found that the performances of the trained IFA model 

and the OCSVM are the same. The training time is also 

similar. However, the IFA model takes 1.17 s to obtain 

the classification results for the test dataset while the 

OCSVM model consumes only 0.21 s. Therefore, the 

OCSVM model is about 6 times faster than the IFS 

model in detecting anomalies, and can better match the 

needs of the protection system. On the other hand, if the 

PCA technique is not combined with the OCSVM, the 

classification accuracy of the trained OCSVM model for 

the same test data is still 100%, but the computation time 

will increase by approximately 19%. In comparison, if 

the PCA technique is not combined with the IFA, the 

classification accuracy of the trained IFA model is also 

100%, but the computing time increases by about 15%.  

Table Ⅱ provides a comparison between the proposed 

protection scheme and those presented in [2], [8].  

TABLE Ⅱ  

COMPARISON TO SCHEMES IN [2], [8] 

Item Scheme in [2] Scheme in [8] 
Proposed 

scheme 

Cost High Low Low 

Communications 

rate 

High and 

continuous  

Low and 

discontinuous 

Low and 

discontinuous 

Cyberattacks 

risk 
Very high High Almost none 

Sensitivity 

High, for line 

faults 

None, for bus 

faults 

Low, for line 

faults 

Low, for bus 

faults 

High, for line 

faults 

High, for bus 

faults 

Consider busbar 

faults 
No Yes Yes 

Fault classifica-

tion 
No No Yes 

Reliability Low Low High 

Tested fault 

locations on the 
line (%) 

50 50 
5, 30, 50, 70 

and 95 

Tested fault 

resistances (Ω) 
0.5 2 0.01 → 2000 

The scheme in [2] is more costly than that in [8] and 

the proposed one, as its ABR requires advanced com-

munications and strict continuous synchronization to 

continuously compare the data transmitted from PMUs 

located at both ends of its line. On the other hand, the 
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proposed ABR scheme only uses communications once 

it primarily detects a fault. In addition, the risk of 

cyberattacks against the ABR in [2] and [8] is very high 

because both ABRs don’t consider cyberattacks. The 

proposed scheme has much higher sensitivity for lo-

cating HRFs than that in [8], while the scheme in [2] 

handles HRFs but cannot locate busbar faults. On the 

other hand, the proposed scheme can classify the type of 

fault, but those in [2], [8] cannot. Further, it can locate 

faults anywhere on the line, but those in [2], [8] are only 

tested under faults at the middle of the line. 

Ⅴ.   CONCLUSION 

This paper proposes an MAS-based relaying scheme 

that detects, classifies, locates, and trips faults, with 

only current sensing. The agents act independently and 

cooperatively without referring to a central controller. 

In principle, each ABR behaves as a non-DOCR to 

detect faults. Then, it communicates with one or more 

next-neighbor agents to form a virtual current differen-

tial relay to locate the fault on a line or busbar. This 

makes the scheme insensitive to fault impedance. To 

secure the scheme against false data imposed by 

cyberattacks, each ABR is supported by an embedded 

OCSVM-based customized anomaly detection mecha-

nism. Dynamic simulation setups are constructed to 

examine the scheme in the IEEE 9- and 39-bus test 

systems. The proposed scheme has responded success-

fully to all test cases, including various faults and 

cyberattack situations. The performance of the proposed 

scheme is compared with that of recent agent-based 

protection frameworks. The proposed scheme works 

smoothly for close-in line faults and HRFs, while other 

recent schemes may respond incorrectly. The economic 

feasibility of the method will be considered for future 

work. 
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