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A false data injection detection method for DC microgrids based on deep spatiotemporal feature learning
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Abstract: To address the strong stealthiness and low detectability of false data injection attacks (FDIAs) in DC
microgrids, this paper proposes a FDIA detection method based on deep spatiotemporal feature learning. First, a parallel
dual-branch detection model is constructed. One branch incorporates a Transformer module to extract global information
and cross-node features through a self-attention mechanism, while the other branch adopts a gated recurrent unit (GRU) to
capture temporal dependencies and dynamic evolution patterns in measurement data. Second, feature-scale alignment and
adaptive weighting are employed to achieve feature-level fusion of spatial and temporal representations, supplemented by
normalization and residual mechanisms to suppress redundancy and noise. Then, the fused features are fed into a neural
network classifier to enable unified detection of multiple types of FDIA. Finally, a multi-type attack dataset is constructed
under typical DC microgrid scenarios, and comparative experiments are conducted. The results demonstrate that the
proposed method outperforms baseline models across overall evaluation metrics and exhibits strong robustness and
generalization capability.
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Table 2 Comparison of FDIA detection preformance indicator
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Table 3 Performance evaluation results of different models

B NERTES LS EIEES F1 {8

SVM 0.7116 0.6228 0.7195 0.6661

CNN 0.7658 0.7690 0.7506 0.7559
LSTM 0.8034 0.7711 0.7830 0.7905

GRU 0.8508 0.8699 0.8211 0.8474
Transformer 0.8835 0.8912 0.8536 0.8719
Transformer-LSTM  0.9107 0.9038 0.8694 0.8863
BT i 0.9362 0.9146 0.8846 0.9030

3.4 BEFESZN 5T

TESEPRI B IzAT Y, HESHERES
2B R ST s, 5 80O R
NEE, AT RN R TR B 2 S A AR T PR g .
PEAL RS P AR B AR E R B, ACrE
AR B R L, SNSRI () i s, 6
JRUG T HAR AR AT IR BN e . DA I LK (signal-to-
noise ratio, SNR)E 4y 75 5 FE I AL 48 b, R HY
30 dB. 25dB. 20dB. 15dB. 10dB 15 dB /5t
RUEAFWE LAY, @B IEHIEAT. Kb
iy DI SGEE SNSRI AR . TR
TS PE TE R 75 Bl b 5e BN ZR, ANAE _FaR g ik
£ FAMTIEREVEAL . I AT B E AN RIS B
IR IR, R M RE IR A SR

B 11 R T SRR AN S e LA R Al
PERE, IR, R, AREERES F1 5404 i
KEEFEbR . BEE SNR HIFEAK, Fra s 2L e il 14 e
Y BUASRIFE B R % o CNIN AR 52 18 75 B2 By
3, 7£ 5dB B & OUERRAIR N, RHHPIEGE
%, GRU M Transformer £, Transformer-
LSTM MR — &M, R EmEr s T
ThRECRFF R EMITERE . ML Z R, P AILE T
SNR /KPR T HAh 773%, 1975 Transformer
P4 R BRSO RE ) S GRU W5 AR A0
BRI, HIAT A A RO T TR R AR
d st PP 5z ke

1.0

=3 CNN

= LSTM

0.9 | == GRU

== Transformer

= Transformer-LSTM
0.8 |- mmm i d U5 i

0.7

TR

0.6

0.5

0.4 =

SNR/dB
(a) HERAZ

- 101 -
1.0
EICNN
E=ILST™M
0.9 - EmGRU
== Transformer
= Transformer-LSTM
0.8 L7
E 0.7
0.6
0.5
04 5 10 15 20 25 30
SNR/dB
(OEHZES
1.0
E=CNN
C=ILST™M
0.9 - E=mGRU
== Transformer
= Transformer-LSTM
0.8 | T2 75 i
E 0.7
R
0.6
0.5
04 5 10 15 20 25 30
SNR/dB
(¢) Il
1.0
=3 CNN
3 LST™M
0.9 | == GRU
== Transformer
== Transformer-LSTM
0.8 | mmm Firf Jjik
ﬁ 0.7
=
0.6
0.5
04 5 10 15 20 25 30
SNR/dB
(d) F143 %

[ 11 A[E SNR &4 T & EB A4 BEXTEE
Fig. 11 Comparison of detection performance of different
models under different SNRs
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Fig. 12 ROC curves of different models under low noise conditions
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