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Deterministic networked calculus-based adaptive load frequency control in interconnected
power systems considering malicious traffic attacks
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(1. School of Mechatronics Engineering and Automation, Shanghai University, Shanghai 200444, China; 2. Xuji Electric Co., Ltd.,
Xuchang 461000, China; 3. School of Electrical and Information Engineering, Tianjin University, Tianjin 300072, China)

Abstract: Malicious traffic attacks can reduce the timeliness of normal data flows by seizing the limited bandwidth. For
networked load frequency control (LFC), traffic attacks will cause stability margin decline, frequency deviation rise or
even over-limitation accidents. In most existing control schemes, a single and fixed controller is used to ensure asymptotic
stability under maximum attack intensity. This has disadvantages such as many design constraints and great conservatism.
A novel LFC strategy is proposed to adaptively adjust the controller gain according to attack intensity. First, based on
deterministic network calculus, the upper data transmission delay bound in a no-attack scenario is obtained. Then a series
of transmission delay ranges representing different attack intensities are preset. Second, by constructing a Lyapunov
function, controller design criteria for each attack intensity are derived. Finally, in a switched control framework, the
maximum attack switching frequency that the proposed adaptive scheme can tolerate is derived. Simulation results show that
compared with the existing schemes, the frequency deviation amplitude with the proposed method can be reduced by
12.60%, and the integral of the absolute error of the area control error can be decreased by 10.85%.
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Table 2 Simulation parameters of two-area LFC systems

Xk T/ Tfs R, B, D, M,
1 03 0.03 24 0.0045 0.0083  0.1667
2 0.3 0.03 24 0.0045 0.0083 0.1667
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Table 3 Simulation parameters of three-area LFC systems
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3 0.20 035 0.05 61.8 1.8 12
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Table 4 Controller gains and maximal allowable attack intensity switching frequency in two-area systems

UG EEHa I (K
—— K, =[-42.936, -506.719, ~24.147, -3.552, -5306.175, 22.024, -476.610, 7.836, 0.313, -5143.479;
22.024, -477.288, 7.836, 0.313, -5142.910, -42.934, -507.395, ~24.146, -3.552, ~5305.601]
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VPV He fa = =0.8069, /1 = £ =0.8759, i = fp™ =2.2119
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Table 5 Controller gains and maximal allowable attack intensity switching frequency in three-area systems

Briti e El A (Ka)
Ky =[-7277.909, 77035.251, -81.570, ~17.464, ~6379.131, 1020.406, ~51069.743, 5.478, 1.197, 2521.187, 196.071, ~26562.348,
g 1.155,0.220, 658.035; 998.302, ~33270.962, 8.278, 1.145, 3190.524, ~6939.270, 67516.628, ~50.686, ~19.273, ~3810.441,
25

821.508, ~34142.078, 4.841, 0.944, 2667.011; 165.948, ~17059.102, 1.373, 0.184, 750.787, 700.670, ~33927.248, 3.763, 0.824,

1944.310, -5729.440, 50841.532, -47.013, -15.917, -3276.555]

K, =[-17542.048, 810458.552, ~155.081, =25.990, -57559.342, 4780.576, -256663.272, 23.949, 4.735, 13441.624, 4862.167,
Tk | —432770.544, 26.679, 4.738, 20120.538; 4857.751, —179878.401, 37.206, 4.309, 19627.496, -11642.517, 438549.692, -71.211,
=22.121,-22137.073, 3945.224, -178069.108, 21.414, 3.645, 16041.701; 4233.165, -291324.843, 32.634, 3.899, 20238.803,
3315.993,-161012.181, 16.447, 3.204, 12190.462, -11319.180, 561829.313, -74.685, —-19.763, -29672.586]

K5 =[-18550.412, 821337.830, -162.813, -26.802, -61540.427, 5192.163, -322391.400, 26.091, 5.240, 14553.366, 5187.022,
B 2 -503701.169, 28.578, 5.095, 21279.869; 5259.241, -218875.690, 40.058, 4.743, 21129.727, —-11927.049, 436737.787, =72.855,
—22.589, -23123.895, 4043.793, -200172.859, 22.010, 3.723, 16359.474; 4475.770, -340794.294, 34.453, 4.254, 21136.873,
3476.560, —203468.221, 17.430, 3.397, 12643.002, ~11596.025, 547915.310, =76.404, -20.101, -30858.573]

K4 =[-16825.041, 695621.125, -150.791, -25.376, -52397.141, 4741.901, -291564.701, 23.701, 4.614, 13378.974, 4298.134,
B 3 -406756.085, 24.066, 4.368, 16786.608; 4782.121, -206529.070, 36.277, 4.205, 19247.828, ~11162.750, 378746.693, -69.147,
—21.675, -20265.600, 3508.780, -169501.520, 19.122, 3.223, 13826.715; 3666.064, -268639.638, 28.836, 3.656, 16486.994,
3019.624, -172268.165, 15.145, 2.932, 10590.716, ~10463.585, 441902.489, -70.764, —19.200, —25072.012]
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~65.997, -21.237,-17731.389, 3172.339, -149316.153, 17.482, 2.953, 12144.619; 2605.745, -192256.822, 20.748, 2.644,
11450.253,2740.073, -151282.433, 13.902, 2.704, 9135.081, -9157.219, 344383.481, —63.634, -17.967, ~19809.990]

fI = I 20779, £ = fIN 20,910, £ = £0% =1.002, £ = [0 =0.0217, f2% = f2% =2.349, [0 = [ =1.280,
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