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Design and development of a smart substation SV packet analysis tool based on Wireshark
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Abstract: Wireshark is an open source, free, powerful and extensible network communication packet capture analysis
software, but it has many shortcomings in analyzing SV packets, which limits the use of Wireshark in smart substation. By
analyzing the design idea, module architecture, main data structure and processing flow, and the frame structure and coding
of SV packet, the design idea and implementation process of Wireshark-based SV packet analysis tool are presented. The
operation result of the SV packet analysis tool designed and developed based on this scheme has achieved the intended
purpose. The further development based on the open source software Wireshark expands the application scope of Wireshark,
and can absorb the essence of open source software. It provides an idea for the application of open source software in power
systems and has great significance for understanding the smart substation communication protocol.
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Fig. 2 SV packet data example
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Fig. 10 Result of Wireshark parsing SV data
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Fig. 11 Proto tree of added SV data parsing

3.3 FEIRFIER

Wireshark JU6) SV 4 S0 X — S8 iE v a i ik
AT T 5 AW, BanASTF A BER Zubd i), & 5
WA, WX SV RO e R 3 TR
i LIRTE SO SR LK 2.

£2 SVRE
Table 2 Abnormal SV
75 £ o
1 SV kK smpSynch A false
2 SV k& T (¥ 5T AT (Test) A true
3 SV His T (¥ 5T T SR AR (Validity)
4 SV Bl svID. ConfRev. 4 HM4L. 41kt
A8 SCD Bt E A3
5 SV Eii smpCnt ANi&E4E:
6 SV #13) FR T B e 1) 55 800 SR AR ZE R
S R S A, BAE A R

R, 1%KL\ Wireshark A AR e b sz B 2L 11
B, MHECE TR S TG B L, 256 T
REmT 5 s i), 2k an i 12 s

| svewmmms |

-

S~

-

_-

| scommerimn |

B 12 SV REIRHEREH
Fig. 12 SV abnormal judgment architecture
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Fig. 14 Display of SV data parsing
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