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Cost analysis of the false data injection attack based on nonlinear state estimation

ZHAO Lili"? LIU Zhongxi’, SUN Guogiang®, NI Ming'-2
(1. NARI Group Co., Ltd., Nanjing 211106, China; 2. NARI Technology Co., Ltd., Nanjing 211106, China;
3. Hohai University, Nanjing 211100, China)

Abstract: With the development of smart grid, physical power system has been coupled with cyber and communication
system deeper and deeper. Attacks against the cyber and communication system such as False Data Injection (FDI) may
cause fatal influences on the security and stability of power system, researches about it has become hot topics at present.
One successful FDI attack has to take resources owed by an attacker, the selection of attack area and the building of attack
vector into consideration. With limited resources, the single-node and the multi-node attack areas are built around the
attacked nodes according to the operation characteristics of the real power system, which can narrow the scale of an attack
in some degree. Based on the nonlinear state estimation model, an attack cost analysis method is proposed with limited
power system information for the single-node and the multi-node attacks. Lastly, IEEE-14 and IEEE-1354 power systems
are applied for the effectiveness of the FDI attack cost analysis proposed by the paper in the situations of the single-node
and the multi-node attacks.
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