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State-preserving topology attacks and its impact on economic operation of smart grid
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Abstract: With rapid advances in sensor, computer and communication networks, modern power systems have become
complicated cyber-physical systems. The increasing use of information technologies in power systems has increased the
risk of power systems to cyber-attacks. In order to evaluate the threat of attack on the power system, cyber attacks on
smart grids aiming at misleading the control center with incorrect topology information are considered. In such topology
attacks, an adversary intercepts network and meter data from the remote terminal units, modifies part of them, and
forwards the modified data to the control center. A necessary and sufficient condition for an undetectable state-preserving
topology attack and a more realistic and feasible attack strategy are analyzed and studied. The proposed attacks are tested
with IEEE 9-bus and 14-bus systems. The simulation results show that the topology attack can have the destructive
influence on the economic operation.
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Fig. 1 Attack model with generalized state estimation
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Fig. 2 Manipulated measurements around target line

& LR fa f i et 2, AT 4R
R R BT 1% 11 )5 9 A R LB G A A
Ko BT USRS YE S5 #0 4 By o AR 17 g
THPRBER BRI J5 ,  ZR GO 2 ) f 4 5 R
B AT, ARG R R B, R
GERREAR PME S AAL I “ S8, Hm il p by
HOFOM R GEREA TR M BE,  BUEE] O SRIME
BT B R i .

3 nESH

H T VA R B A R R R I W e
(RSN, K7 IEEE 9-bus(/¥] 3)F1 14-bus 245 (&]
4) FAE LR A R AT 7 SUSE 0, FERHZ IR
i X6 R EE R A 3 B S A T S8 43T o

D EGRIG T, TR R R HEPLIhRY
L N R D W = S NS e R = S O S|
matpower ™ (F =S HU I N h 35, Hrh, )
ARG HHUSA BB HLALA B H 0 Ik s
HIEXN f(P)=a(P)+b(P)+c,» PAFIN
BUARIEII S, a < by o NEAS BRI RS
IEEE 9-bus 1 14-bus [ HL A B BRI FEATL ) %
Zringe 1 fik 2 fos. WG, BIRESEEMWN
HA RN Z Wl An, AN REEIEH
BATIRESI S, E—RFR R+, 7=

AR B AT IR AR B, IR s
7 AR B A e TR (1 DN P S A A ZE N
MERAER 1%). BCli #A M4 Fn FME B Ml (E

B MR BT, (s
o BB LAERRA T BIEFPR A LRI
FREMFIGHLE . R LB R
ity HHRER MR A TR RALA
i

3 IEEE 9-bus &%
Fig. 3 IEEE 9-bus system

THREE WINDING
TRANSFORMER EQUIVALENT

I
i

&?G
%i

4 1EEE 14-bus &%
Fig. 4 IEEE 14-bus system

1 IEEE 9-bus R4 & BHHEX S

Table 1 Parameter about generators in IEEE 9-bus system

KPRk RAEPURARREREL IEUN SEZN
G5 T a b ¢ MW IhE/MW
1 1 0.11 5 150 150 10
2 2 0.085 12 600 100 10
3 3 0.1225 1 335 150 10

% 2 IEEE 14-bus RHE 4% BEHEXESH

Table 2 Parameter about generators in IEEE 14-bus system
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W5 T a b ¢ IIRMW  IIE/MW
1 1 0.0430293 20 0 3324 0
2 2 0.25 20 0 140 0
3 3 0.01 40 0 100 0
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5 8 0.01 40 0 100 0
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