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Research and application of the anti-misoperation system for the intelligent station
secondary equipment security measures

ZHANG Xusheng', LI Jianglin', ZHAO Guoxi*
(1. XJ Group Corporation, Xuchang 461000, China; 2. HAEPC Electric Power Research Institute, Zhengzhou 450052, China)

Abstract: How to isolate the relevant secondary equipment safely and reliably from each other in the expansion,
renovation, and maintenance of smart substation is a problem to be solved. This paper puts forward the method and
principle of the safety isolation of the secondary equipment, which use the anti-misoperation system to solve the problem
of security isolation of the secondary equipment. Firstly, this paper studies the information flow and anti-misoperation
requirement of the secondary equipment security measures, and then proposes four function modules of the
anti-misoperation system which includes security measures billing, setting anti-misoperation, security measures
implementation, and security measures execution. After that, this paper expounds the key technology of the security

measure, such as technical route, analysis principle, analysis criterion, etc. Application results show the feasibility of the

introduced implementation scheme of the anti-misoperation system.
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Fig. 1 Information flow chart
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Fig. 3 Security measures process
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