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Design of communication and debugging system for protection device based on extended 103 protocol

ZHANG Lei, CHEN Hongjun, WU Xiangnan, FENG Yadong
(NR Electric Co., Ltd., Nanjing 211102, China)

Abstract: To settle the ever profound protection device and its limited human-machine interface, this paper promotes and
implements a communication and debugging system extended from the IEC60870-5-103 protocol. The system extends
IEC60870-5-103 protocol by supporting device menu reading, access control, device command execution and other
functions besides its pre-existing functionality, which makes up the protocol’s limitations such as weaker human-machine
interface of device panel, lacking of menu structure and access control, and incomplete supporting of all interface
functions, etc. Engineering application in protection devices demonstrates the system has high communication stability
and comprehensive debugging functions, as well as supports all interface functions of the device, thus effectively
increases the development and debugging efficiency for protection device.
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Fig. 1 Diagram of basic unit

1.2 SEB Lty

LML, W A HRA A
MRS, BRiSe idh, RS b3
B SR TSR e, B RE R '
NEH PATH LS A 4

BN MNME 7228 H, IR 2
JEHLHERT GIN R [ e (8 . AN ST R4 H b,
2 HFA(KOD = 10)37 iz i i, ARy
HEFRER AHOCIESS H (KOD = 23)R/RiZ B BT
AW, BARRAN 32 AR5 B X
{uint8 t entry id, uint8 t group id, uint8 t addr,
uint8_t reserve}), HAREETLLIH—ANEEZ AN 5L
PrE(KOD = 1)&7r iz s BL DI RE 1325 Bt
I RE T EBR 4% H LA A D e S bl 45 H
1T 55 L, PSRRI 2% H B A ORI A% H EcdE
T AR BRIV R 4% FACA S e A - S Sl
SER A 2 .

SRS E R BRNT o AL DR
FRPSR, 2) S RS IAT SE PR (B A BT A s 3)
Hrah RERBAEAH BEIAD RS

DeviceMenu

DeviceMenu *m_pParent;
List<DeviceMenu*>m_vecChildren;
List<Group*>m_Groups;

unsigned int m_op;

Map<LogType, int> m_authority;
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Fig. 2 Diagram of data structure for menu

1.3 BPRIEHI

BEXE 103 R AL PR 0 ) 5, A SCREZ) A
A SR IR PR A TG ML . AR i, 5N
AT =l RERRBRAT N AN H o ALY
BBRAR SR %2 A 6 B 4% H I SEBRE(KOD=1)
RIS BAINLR P . AR FIERRAE L, TR B
TG T A PR

B AT S R IO RE N, % i o
) AH R AL PR 2% H BN P 4 R 4, B a1
FU K4, R it [P B RS IR A H A AR 2
P IERH AR . B R =P Ol . A 27 i
W e A RBR I G, A GEgk ekt AT A1
I RS A T B
1.4 BSHIT

LR, CEBERAR, REMASTENE
AN BE, B D fLs), ERRRE . — i)
Ma, MY HPITSE, XESHTHG A4
H IAH G4 H (KOD=23)3K7~, Hdis2siih 32 4
TEAF 5 HE K (K5 5 {uint8_t entry id, uint8_t group id,
uint8_t addr, uint8 treserve}), HIEEE R LLEN
2. HASHKH AT HIAKOD = 10).
FMZK(KOD=3, w[i£). H{7(KOD=9, nJik). ¥k
INME(KOD=2). MA{H(KOD=8, nik)%s, &/
Ui PEBRAT HE A A 2T, Ze M T S804« H 'S N E i,
Y ER R JEREPN - EiN

i A BT HE SR E R 2 E A A 4k H M SEBR
E(KOD = 1)_345 % 7 i o

2 ARIFigit

2.1 BBt

AU T PCS RAVRPFEE T, %R I3
BRI CPU 424, HAFLE A 3 B,

Hrh, DSP 4r 459" DSP flj23) DSP, HA
BT FERAERIH T, RA “5117 Bt
SE R B R . AT R R R . R
AR AN A5 DRE . CPU SEBIN ARG B
M EE. AMLIYH S FTED. SFIS . B SRR %)

ab
Heo



-128 - & 0% EP DA

o i
R » A/D 4‘:‘ DSP [« B
i - U
m———————= | A
| |
R o S —'
L?jfEfffir > o
y Yol s
R A » A/D » DSP [«
I I
[T — o
o
- - LA - +E
L A ﬁﬁgjf——;cpuj——ffég

3 BB

Fig. 3 Diagram of hardware structure
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Fig. 4 Diagram of software’s logical view
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Fig. 5 Diagram of software’s runtime view
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Fig. 6 Flow chart of reading device menu
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Fig. 8 Main interface of the software
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