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Access control for communication network of smart distribution grid
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Abstract: Cyber security for smart distribution grid is one of the key problems to be solved. To prevent malicious intelligent electric
device (IED) from joining the communication network of smart distribution grid, access control is required when a new IED is
deployed in the system. Based on the hierarchical network model of communication system and identity-based
cryptosystem (IBC) , this paper proposes an access control scheme, which accomplishes both authentication and key establishment

for new IEDs. The case study shows that the proposed scheme is well suited for smart distribution grid environment in terms of the

computation and communication cost required by the IEDs.
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