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Abstract: ASN.1 is widely applied in network communication based on ISO/OSI 7 layers network connection model, which has
rich and specific notating syntax to define and describe the complex communication protocol, and convert the communication PDU to
octets flow depending on the selected encoding rule. This paper briefly introduces the syntax, notation and encoding rule of ASN.1.
Other is about a source code generating tool-ASN.1 Compiler. ASN.1 Compiler can automatically translate the ASN.1 Module
description file to the C source code, which is great help for the programmers. As the international communication standard,
IEC61850 uses ASN.1 as its encoding rule. ASN.1 is the kernel technology to realize the digital substation system.
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M. ERRPE RIS, IEC61850 bRy E R
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ASN.1 R#ZiEEARIE (ASN.L: Abstract
Syntax Notation One ) HI R X4 E, & —F
ISONTU-T #rif, IR T —FxS s M4LME B0 gist
TR S, EEAEEREEERK. EREeT
—EBEEANNE TR BN RS, A
EHLBEE LW HAT ROX LR i B A5 1C, th
AHEERRRH AR NAER 838Xt 4
MEHEOBEEN . EA MR ENLRS

BT ASN.1 #¥E T EHWE B 2 p#g A
YRfRED AR, FRTEREG IR AE XHIE
BB R AAEE, BRFRHERENERE, B4
FREBNIRMEIDRRE, R e AR 5
ARGz MBEEIETHEENE, ETEKNRE
TEIE A2, WA Zi— 1 ASN.1 il 2% FAR D 38k SE 3.

1 XxF ASN.1 #is8

ASN.1 $7EALF ISO/OSI )2 FF I E AR AL
FABR-RTE, BFEUTEERHE:

ISO/IEC 8824-1:1999, Information technology —
Abstract Syntax Notation One (ASN.1):Specification
of basic notation ~ FEAFRICHTE.

ISO/IEC 8824-2:1999, Information technology -
Abstract Syntax Notation One (ASN.1):Information
object specificationfg BXI TG,
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ISO/IEC 8824-3:1999, Information technology —
Abstract Syntax Notation One (ASN.1):Constraint
specification HIELIR.

ISO/IEC 8824-4:1999, Information technology —

Abstract Syntax Notation One
(ASN.1):Parameterization of ASN.1 ASN.1 & ¥
1.

ISO/IEC 8825-1:2000, Information technology —
ASN.1 encoding rules: Specification of Basic
Encoding Rules (BER), Canonical Encoding Rules
(CER) and Distinguished Encoding Rules(DER)

ASN.1 ZmA%FN :  ZEAGIGHN BER, SLE1%
M CER, X443 N DER.

ISO/IEC 8825-2:2000, Information technology —
ASN.1 encoding rules: Specification of Packed
Encoding Rules (PER) ASN.1 4&fg#iNl: E4E5m5
#L ) PER.

ISO/OSI b/ B MR A 9 Y I 2 UK B AR
HT ASN.1 R#5& 11 HT &5 8 vh X HdE 8t
PDU, XA H 58 7 HFH X.400.
AT HEFREH X.500. HT VoIP ) H.323 I
TR EFER SNMP; T35 0 38 W Rl 3RS0
6 MMS %4,

2 ASN.1 B9#RiE5i&%

ASN.1 FIFRICHEE:, WRBFF RN
RMEEE S, AHEAENER ERIRAESK.

(1) FicKE

ASN.1 & X T2 K8 A EERCRE,
UMREER, PR, SRERERTFRMEEERE. X
LS pith -y N iR i 8

BT R8s, ASN.I HMIET
WA, Bl

#E#) (SEQUENCE ): HAFRIZREHRTIARL
KBRS . XM HUE “C” E5PHE-E
# (struct)

ZEHIFF ( SEQUENCE OF ): [Rl—/ &5y RY
MR PG 5IR .

#£4 (SET) : HARMEZELRBHARIILR
W, PIRIEREZRME RS,

KM%+ (CHOICE ): ZEARIMZR ERA Fik
B2,

x 1 52T —2 ASN.1 EIERA, 80808
RAEHEH— S ESZ MR, XAMRICER R
RfERg I RE P I RENRRRS, T PE B de g
. FHEMACE, E5H ASN.1 F X

— BT

it
F 1 ASN. 1 FRICHOBUE AR
Tab.1 The data type of ASN.1
3] xe¥ ol (it
[E-Z)

AR BOOLEAN 1
BR INTEGER 2

fir &8 BITSTRING 3
IR 1 B OCTETSTRING 4
FHR NULL 5
R OBJECT IDENTIFIER | 6
MR HR OBJECT 7

DESCRPTOR
SIAMSMRAE! | EXTERNAL 8
P REAL 9
B ENUMERATED 10
HHMERFIR | SEQUENCE , |16
SEQUENCEOF

HEHMEEFE | SET, SETOF 17
BEIEIEZ PrintableString 19
ASCH B ¥ | 1A5String 22
Zi—Ht e UTCTime 23

(2) ASN.1 BEHRFA S
ASN. 1 $YEH A MG EIER Module, ZF5R
FA ASN. 1 FFRiCiEE, XN MG B BT & XA
FRICHIBEERFR Z J ASN. 1 #EHR., FISR77fiE ASN. 1 &
By SCERRZ 8 ASNLT BB IR S0 1.
—AMESR SR AR
{ModuleReference> DEFINITIONS ::=
BEGIN
EXPORTS
IMPORTS
AssignmentList
END
Hep:
= NRERS
Rk Firie s B A BT BEGIN f
END 2 [8) )& A B A st s
EXPORTS X/ MEH )5 SUnT RE g HL A AR R 5|
A
IMPORTS & X B HABEEREI N ;
AssignmentList iX/MEIBRH ¥ e KRS ED.
Bl K7 X
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3 ASN.1 BB A 4mEDR 0

MARHEFBRATRATLUE R, ASN.1 FEAFUT
JURR RS EA YRS (BER, Basic Encoding
Rules), ¥1 75 4% 75 # W (CER, Canonical Encoding
Rules), X 7> 4 F% #8 | (DER, Distinguished Encoding
Rules), E4547 153 W(PER, Packed Encoding Rules)
A XML 485 3 (XER, XML Encoding Rules)Z

MG EER S, TUNHARNERS
4. BER RSN AR 0 1 5 8GR e
DB, {855 F35; CER Al DER &M BER Jk
A HIER, CER P AEKER, FNHERERK
MAEFENNA, DER (3t kigl, E4%4
HAEEs, FFRRBFEE S PER A K K455 4G
JERIEETE, ENAENREIE. 28K, 3GHR
EEESIR AR

ASN.1 ffEf, RET )\ LALHKFITFIIK
TR, Fik, ERREINEEERR S TAG. K
/¥ LENGTH. {H VALUE fj#%3, ®# TLV, =&
B 1.

TAG LENGTH | VALUE

Fid KE &
B 1 ASN. 1 4RADEIHER

Fig.1 The encoding code format of ASN.1

He: TAG: Frid, BIZBRmEHILFET, #d&x
BRIEHITARMERRE, BE5HE 122 MF7.
MprdfEADT 32 B, HHE-DFET DR ERT
&F 32 B, U TAG FBHIE—NETHENRN 16
BEHIR 1F, FEAFEI N LR R EE.

H T GRS 7 AR 1K B 4 B IE B AR A,
ASN. 1 5% FRIC TAG 8 X T 4F# 2 & ;. UNIVERSAL .
ContextSpecific . APPLICATION . PRIVATE) .
UNIVERAL 3 7~ ASN. 1 & S ff bR ¥ 038 28 B,
APPLICATION 4 8 R (EXPLICIT) & X, 1K R

(IMPLICIT) j& 0 B HE MR BITACKE A AT AT .
HAREHTag BN HContext—specificIEHY,
M TAG /M T 31 Y.
%2 TAG<31, TAG BYRAAR
Tab.2 The encoding code when TAG<:31

2 TAG KT T 31 iY:
F3 AG>31, TAGHIEZAR
Tab.3 The encoding code when TAG>31

Fi1 FH2

Bit7 | Bit6 Bit5 Bit4~0 | Bit7 Bit6~0

00: UNIVERSAL i F
01: APPLICATION %
A 1: Constructed

0: PRITITIVE | 11111 1

10: Context— Specific

N '&i:ES
11: PRIVATE £ &

LENGTH: K. #7540 VALUE {H2
2 DA F TR, 1838 VALUE FIKEARHE,
LENGTH AT 5| F T AR . — &, M FETF 127
ANF35 ) VALUE Bf, LENGTH H#—M%E; K
F 127 i}, W LENGTH F38 — AN 3% 7~ LENGTH
FERAEBEHLRRFE T, AEE 7 MEMN, FEHN
FAT MR RSEFRH) VALUE KJE

3% 4 LENGTH 9483 A 3%
Tab.4 The encoding code format of LENGTH

FH1

Bit7 | Bit6~0
LENGTH < | 0 LENGTH FH2 FHon
127 +1
LENGTH > | 1 LENGTH ffj | LENGTH
127 FHKEn

FH1
Bit7 | Bit6 Bits Bit4~0
00: UNIVERSAL i Ff 0: PRITITIVE TAG

01: APPLICATION [ f
10: Context—Specific - F 3%
11: PRIVATE &

1: Constructed

VALUE: {8, SKRrrEERNRmEAR, Bk
RIgmfoAnl, NAREARBIRCRE, KRR
SR LT o

4 ASN.1 Compiler

(1) ASN.1 FRidiBVES JRE S Z RIBIX N R R

EWEANENTHFRMONBHRE, EHRE
ASN.1 KR 5B, BMuFERITEE R R RIEE
B U IEEEE SRR AR, ASN.1 HHITEA
GREBFRA, BAVRE S HIMAI IESEES P
B 5N NAERMNEL, THRE—NERM
BlF (LLCESHHD:

PersonName &—/MF ASN.1 ¥ RAREHIEL
WEH, KERKFEXALHER, —HFIA LR
KIREXMANZ: FHREESL (givenName). RH

(initial)+ ¥4 (familyName ). LA T 2 ASN.1
VR IR :
PersonName ::= {APPLICATION 1] IMPLICIT
SEQUENCE
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{
givenName  [AS5String,
initial IASString,
familyName IAS5String
}

XA, BATATLAA “C” SRR

/™ PersonName:

typedef struct PersonName

{
IA5String givenName;
IAS5String initial;
IA5String familyName;

} PersonName;
BEXANE T, FRMNFZZNCGEONRRE
ASN.1 pRidiBiEZ MMEHET Z A, H—AH
W BME—RIBE R, B4, REMNETEA
H—HX N RR, BARETURA— a1k
GBI ERAE, R B3R ASN.1 HLTE TR
PIRRE S PRS2 ?
BEREEER, XHL B iEE RS
MR ASN.1 ARAE%H T H-ASN.1 Compiler.
(2) ASN.1 Compiler HzhE1¥3%
—A B B ) ASN.1 Compiler FEIA % H @ &
2,

ASN.187E II

h
MR, TRAEH
asna |
Compiler

LR || TG || comima
wu (] wm [ mer

<

B2 ASN.1 Compiler T4EFKIE
Fig. 2 Data flow of ASN.1 compiler

B 4] ASN.1 Compiler 7E#i A7 Z81EM
ASN.1 BEH M G, RIEX A RN, £
THIR R E KT, ZELRPURTINL T, B
R EARRI GRS RS eR BUARAD Y .c ST, 2 C
SRFHEREFNRFEE, 0T ATHITAREA
SERREI N BRI

BLF AN A ASN.1 Compiler BIFRH CES
(v ZE

PersonName.h

F5 ASN.1 Compiler AHERKAY CHRELH
Tab.5 C header file generated by ASN.1 compiler

IR P

typedef struct PersonName /* [APPLICATION 1]

IMPLICIT SEQUENCE */

{
IA5String givenName; /* IASString */
IASString initial; /* 1A5String */
1A5String familyName; /* IASString ¥/

} Name;

TR MR PR ey

Asnlen BEncPersonNameContent PROTO ((BUF_TYPE
b, PersonName *v));

PHEERRR R

void BDecPersonNameContent PROTO ((BUF_TYPE b,
AsnTag tagld0, Asnlen elmtlen0, PersonName *v,
AsnLen *bytesDecoded, ENV_TYPE env));

PersonName.c

%6 ASN.1 Compiler %A C3XH
Tab.6 C File generated by ASN.1 compiler

#include "asn-inclL.h”

#include "PersonName.h"

PR B B R AR

AsnLen

BEncNameContent PARAMS ((b, v), BUF_TYPE b
_AND_ PersonName *v)

return totalLen;
} /* BEncPersonNameContent */
IR R B BRAC S
Void BDecNameContent PARAMS ((b, tagldO,
elmtLen0, v, bytesDecoded, env),
BUF_TYPE b _AND_ AsnTag tagld0 _AND_ AsnLen
elmtLen0 _AND_ PersonName *v _AND_ AsnLen
*bytesDecoded _AND_ ENV_TYPE env)

} /¥ BDecNameContent */

REBR, REFENA RN
FrEAEIRNE BN ARB R F RN BE
EMNEBIRTEEE — BTG, WAHENMRF
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HEk, Befi—NMAANERAER ETHE
FgR ARSI, MEBRINIABFEZEBNT.

(3) N ASN.1 Compiler HJL

TR T UM ENRBIMEE, AMUEE
TYRFER R, T E AR ENE REUE
WA KBRS, #> T AARER, 15
S b 0 TR 15 8] BR S R R

Hil, CZ&HAZH ASN.1 Compiler
A ATALIERE, FAP AT LURTE A R R R HE A [F 8
T B4 i C/IC++IAVA/XML 35 = A, M
M4R%E T & . W LA, ASN.1 Compiler IR,
fFREF I RN RAFHEOE LR HRGE. @A
TEAE, T 2 MR B EE NN A A5,
ASN.1 Compiler JC&E & — MY FF k& B =R
e T H.

5 ASN.I HEHFUTRISRFEPRILA

B 707 vk (R RFF 9 R SE HE R A OE U 2%
3, IEC61850 1 K HME— i H fr @ iprdt, ik T
EARGE T B & R B BR3P . £ 0H4F 8 Y.
F ECERAE R, TRESAEFBEEE
LRI 1SO/OSI 7 RRVE N HEM N £, FEEHM
NATEHE XRIE, K HRAEDIN, FRHEL
MfEE s R TTRE. N AR R 8
Shik i E BrAn#E IEC61334 (Distribution Automation
using Distribution line carrier systems) Z L #XH T
ASN.1 FRTEAE H ARSI AD A o

LA IEC61850 #7 # 24 il , IEC61850-8-1 +
IEC61850-9-1 F11 IEC61850-9-2 2 3 ¥ L3 W Hr i3Ukk
fER 4y . 1€ IEC61850-8-1 1, i W BMMUAR B 2
R ICHTE MMS, i MMS 2 E7E ISO/0S1 7 2
HEEBEMONEENDN, EBIMNE—-TFH
ASN.1 VG B 5 # MMS HREHSTHE R 2
MMS DEFINITIONS ::=BEGIN
MMSpdu ::= CHOICE({

confirmed-RequestPDU (0]

IMPLICIT Confirmed—RequestPDU,

confirmed-ResponsePDU  [1]

IMPLICIT Confirmed—ResponsePDU,

confirmed-ErrorPDU (2]
IMPLICIT Confirmed-ErrorPDU,
unconfirmed-PDU [3]
IMPLICIT

Initiate—RequestPDU,
initiate-ResponsePDU [9]

IMPLICIT Initiate—-ResponsePDU,
initiate-ErrorPDU [10]
IMPLICIT Initiate-ErrorPDU,
conclude-RequestPDU [11]
IMPLICIT Conclude-RequestPDU,
conclude-ResponsePDU [12]
IMPLICIT Conclude-ResponsePDU,
conclude-ErrorPDU [13]
IMPLICIT Conclude-ErrorPDU}
Confirmed-RequestPDU ::= SEQUENCE {
invokelD Unsigned32,
ConfirmedServiceRequest }

R#E ASN.1 AR IE BB A A EE, LR E
M # MMS i ¥ ¥ % T PDU 3t A
confirmed-RequestPDU . Confirmed-ResponsePDU
LL A%, B4E%| confirmed-RequestPDU, &
R—AMEHME B, BFE— 32 R 5 &
B ZERIAR ConfirmedServiceRequest AK, & T
ConfirmedServiceRequest B<7E_ bR 4
H 1S BIFR R .

[FIFE), 7E IEC61850-9-1 F1 IEC61850-9-2 H,
K A ASN.1 bR i B R T T T
E X
IEC61850 DEFINITIONS ::= BEGIN

IMPORTS Data FROM ISO-IEC-9506-2

IEC 61850-9-2 Specific Protocol ::= CHOICE {
9-1-Pdu [0] IMPLICIT OCTET STRING,
savPdu [APPLICATION 0] IMPLICIT SavPdu,

6 HRiE

ASN.1 2 — B I S R 4 2 1R A SRS
W, XA 1T®EBHAMAERTA —ASN.
Compiler , BTTLURA B4 RET ASN.1 #ia
HISRAD/AR TSR RIVRAAS (B B8 I C/IC++iE
5, BmIREEEE AT,

ASN.1 VBRI A, X EHERRY, ~—
NEAREMENNAE, SEEE T RER
BRBHINE, MIERAKREDERE. XBEH
— R B3 RARE TEC61850 £ESTFHME. M
t. RIGHEM ST R EHR TR MEs) R4 R
Hz—.
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FMEHRENE, Fit, ELIANSSHITFR TS H
WRS, WNEM ASNI HTEREEFEENT,
Xt A SEH TEC61850 M O ARZ —.
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