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Application of IEC60870-5-104 telecontrol protocol based on TCP/IP in direct dispatching station
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Abstract: General structure ,the network reference model, the frame format and the application of IEC60870-5-104 telecontrol
protocol , which is published by IEC and used in the communication between the dispatching center and remote station based on TCP / IP
network , are introduced in this paper. Aiming at the information security of remote transmission based on TCP / IP network access,
the mode of transmission is in-depth studied. A practical method for packet transmission based on encryption and authentication is

proposed. The application experience on China Southern Power Grid shows that the method is reasonable and effective.
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Fig.5 Implementation process of remote control
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Fig.7 Configuration of authentication device
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