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Risk calculation modeling in electric power communication system

GAO Hui-sheng , LI Cong-cong
(Department of Electronic and Telecommunication Engineering, North China Electric Power University, Baoding 071003, China)

Abstract:  This paper introduces the conception of asset, threat and vulnerability which are the three factors of risk in electric power
commcuication network.The relationship between the three factors and riskis expatiated,and how to calculate the risk value by the
three factors is expained.For an external risk calculate result,it analyses several risk calculate methods of existing and gives their
advantages and shortcomings. In the process of risk calculation, this paper takes the relation of the three factors of risk into account,
proposes an improved risk calculation method of electric power commcuication network,and test its effectiveness with examples. This

model applyied agility, it can be used in single factor risk caculate and integrated factors risk calculation.
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Fig.1 Risk analysis principle chart
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Fig.2 Risk value calculate step

2 REITEAZE

2.1 k%

FEIRVE R B

R=f(AV,TY=AxVXT.
KXH:R, A, V. THHRERRE. BF=. MEIGHE.
i

XTEE R B MESStE S AIMRME, AR5 HHIT
e, ZTER AR MR, EEEEE AR
THE, MATLAERITRENE R EXRETES,
WEFEN=AEEHEN D —NEREFATH
B, HMREEXR M TRAETIZRA. B2
EHESENREABEE, REFRREKE=/X
BERMTE, HATRER™. B HRHE=FN
ZRMILAMERE, BLiF EREBEERETE™
B, TR ER RS A R R SR W, BT
DIt E R R FtE.
2.2 EMNEE

Z=f(xy), ¥ f RAFEEELRR. L
BERxMER y WEEME A ZERE, EEN
m*n/MEAEEZ WEUE.

EFEAT AR T E R, BEENRAERHA
R FH—ANBERRATE, Fln: B
EREFMRERTRMEAE. BB E
MR BRI RE LR BHZEE 0T REMEER
REREXRE. BMEEETMERBERT
HAERE, WLUEM SR ERNTHGSE, BRI
R REME.

Fz 1 mEERTRE
Tab.1 Matris chart method
Y Y‘ e Y} e Y,|
X
X Zy Zy; Zyy
Xi Z“ wes le aee Z'_"
Zm Z,y;

x. - » Zon
FEREE T BARREB TR MR R 1 X K AR,
EHTREIRERTHPASH, AREURRE
FMEENMER, FFUHEERARF RN,
LA P S T A R A R R 2 T2/
REF . BRUEANER B B SR R
REZRFEBM . BU B A B R L B
KL AT RE PSR B KRS o XX =P 7 R0 2 A B8
B MESSMEREE, ERR=FWWHAASE, J
KRR BH R, A SCIR 3 R TSR 2


http://www.cqvip.com

-52.-

PO 00 http://www.cqvip.com]

#EE

BT HEKRR.
3 MEEER

— M AR T RN
, R=F(A,V,T)=F(A,,P(V,T)) (D
AR BRRE, A RRGEF=ME, VRS,
T %ﬂ—‘\-@z%’ Aa ?E“(ﬁftﬁﬁ*ﬁﬁﬁl\{ﬁ, Va %%—ﬁ
FEARGMESHHEIEERE, T 2RERA st

i B, X E#AT Mo gs A N R T TR
AR IR

R=FAV,T)=F(A,9,),PV,,T)=

FU(A,,9,), PV, T<&V,.T)))
A0, REF-ZMEE, 0<9, <1, EERR
Z AR R A X K AR B R T
RPERE, WrERRKEERRIMEN RS
SEAERNI, =1, WAXKERK, HREH™ZR
BE#RFEMEARTR— ARZRM, FLld, 20,
BV, T,) Wfi/RE™, FrmTF:
1 Uy AR SS EL

X1 %5 P A
BV, T)= (3)
o gy AR A RS

PRI B G

I REIRER R 2B E R, AR B
[Fl—% - HE BN REER R EAR, SEUER
PURAR, AHR 24 BB = R B A T AR

PRENRERBHF ARSESBZ2EMHK
A F AT R

SRR 2B 2B 2R
MR, WA PR A RIS B
A eSS T R XBAE, EF BB 2 A
gtk MBI ERREE, R UHEE—
Mags R RS, ERTLAERIBE . Bl Hassts
PP B TR & B H

1) R FELE N AN B M AR T T RS
T

R= F(I(Aa,aa),P(Va,TXﬂ(Vi,Y}))) =

M N
Aaxaaxzzvai,j}xﬂ(vnj‘j): (D)

= j=1

iiAa X9, XV, xT;x BV, T,

i= j=1

(2

2) BRI K B, M A IR RS
#
R=F(I(A,,,),PV,,TX B(V,,T)))) =

K M
DA, X0, XYV XT,xBW,Ty= 5
a=1 i=1

iiAaxaame.ij X BWV,T,)

a=l i=l

3) EANBMAFEANMEIIEXT K TR HBE
PN an =t
R=F(I(4,,0,), PV,.,TX BV, T, )=

3 _ (6)
D A%, XV, XT, X B(V,.T,) =
a=1

K
D A, X0, XV, XT,x (V,,T;)

a=l1

4) KF%E. NIME M AMRSEHETRER
g KB T 5
R=F(I(A,,0,),P(V,,TxB(V,,T))=

K M N
ZAa xd, XZZVW. XTI, xf(V,,T,)= P
a=1 =1 j=l

K M N

DO A X0, XV, XT, x B(V,T)

a=l j=l j=l

HGH T RITE = BN BUBMAIESS
HRAGUA=FHEGHIRE, FEAIHRE A
Masst. Rr=S5HBHEE. B SEMA SRR
Bo FESERRP X —RARMILE, EHERASGT
FEAER), FrilZAR RN BN RIE, WL T 556,
WR3E T LA R T LR BIWEM 3 P B, R AT U
SEZLEFMRAEMTREME B, RS HwE
RN

F2 REE-REERILE R
Tab.2 Risk value-risk grade relation table

%% | wiR R EXL X A% 4

5 B | AR, FBRSR >480
ZRIEEEKEW

4 | RER., SEREZIEEW 361~480

3 i R, FBREZITEEN 241~360

2 & R, SBEREAZI—HREW 121~-240

1 RIE | RBRIRIE, SBREKZIRDKZWN 0~120

B SR KRB 55 2 JXUG: X 17 0 7 IV AT 78 E G
R 5 R I R

4 LBISHR

WR¥E_ LA X TR, o456 e il R P
BIN HHATRIE. SHRER ", SalHEE. B



http://www.cqvip.com

PO 00 http://www.cqvip.com]

mREE RGP RE R AR -53-

R 53 0 VST Y B XU R AN A R S U
LA R RE R RGUEE AR, Blha
HRBEEE=: S, HARYREL BT[] Py B aehE R
H 2 A UM R LT B B SS A7 7E B B
TR 0 52 PR AR S PR R I TR 45 1
PRGN A, ZHREEBTE: B E
S R R s RS TR R AR A P
RER G R, BAASHINR 3 Fis.
R 3 RAYESEHE

Tab.3 Optic-fiber failure parameter table
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